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MOCT P MCOMMAK T816-8—2011
MNpeancnoewne

Llend ¥ NpMEUCMnE CTAHOapTHIaUWME B Poccuiickol Seqepauii yCTaHoRNEHs Danepansibiid 3a80H0M
oT 27 geratpa 2002 r. Me 18403 ¢ 0 TeXHHYECKOM PEFYITHPOBAHKK , 3 NDAEHNA NDHMEHEHMA HAUHOHAMEHEX
cradgapTor Poccuiceod Pegepaymn — MOCT P 1.0—2004 «CravgapTraaywa B Pocouickon Degepaymm.
DCHOBHBIE NONOKEHHA Y

CeepeHWAa o cTaHgapTo

1 NOANSTORNEH fegepaneHibM rocylapcTEBEHHEIM YHUTADHLM NReOnpUATHENM «BoepoccicEii
HAYYMHO-MCCNEA0BaTENLCKHA  MHCTATYT  CTAHEADTHAAUKK W CepTUOHEALMM B MALWKHOCTDOEHKM:
(BHWMHMHMALL) 4 TeXHHYeckiK KOMHTETOM No CTasgapTraankn TE 22 «MufopmMayMoH ke TEXHONOMdMs Ha
OCHOBE CODCTEEHHOIS ayTEHTHYHOID NEpEa0aa Ha PYCCKMIA AbiK CTAHGADTA, YHAIAHHOMD 8 NyHETe 4

2 BHECEH TexHHYeCckdn EOMHTETOM MO CTaHZapTHIaukK TK 22 « MudopsMau oHHBIE TEXHOTOMAN

3 YTBEPHIEH W BBEOEH B AENCTBWE Npitkasom DegepansHoro areHTCTBa No TEXHHYECKOMY
PEMYNHPOEAHFD W METPoNOrHK 0T 13 aekabpa 2011 r. Ne 1009-cT

4 HacToAWMA CTaHZapT WOSHTHYEH MEexdyHapogHosy cTadgapTy MCOOWMEK 7816-8:2004 akapTwl
MoeHTHEMEAUMOHHEIE., KapTel Ha WHTerpaneHbx cxesax. HacTe &, Komawge Gne onepaudid no aawmre
wHdropsadkies (ISOIEC 7B16-8:2004 «Identification cards — Integrated circuit cards — Part 8 Commands
for security operationzs).

Mer NoPMMEHEHMK HACTOALLEMD CTAKOARTA PEKOMEHOYETCA MCNONLITEATE BMECTO COLINOHHBLIX BEHDY-
HAROAHEX CTAHOAPTOR COOTRETETEYIOWME MM HALUWMOHANEHLIE CTAHAAPTE Poccuidckol Segepaunu, ceeoe-
HAA © KOTODEX NPHEEOEHE B O0MONHKTENEHOM NDANOKEHRH 04

5 BBEJEH BMNEPEBLIE

6 HexoTopeie NONOMEHUA MEXDYHAPOOHOID CTAHIARTA, YEAZAHHOMD B NYHKTE 4, MOryT ABNATECA 06k-
EETAMM NATEHTHEE NpaE. MemOyHapoOHaR ODTAHMAALKA NO CTAHSARTHIALMY HE HECET OTBETCTBEHHOCTE 38
WMOeHTHEWKALMD NoDOGHEX NATEHTHED Npae

HMrghoprauus of uaMeHabuRx & Hacmoatemy cmandapmy npdnukyemss 8 esesodno uadaesaemom
UHDODMALUAHKOM YHAZAMeNe « HAYLOHATEHEE cMAandapmbis, 8 MEKCH UIMENEHUD 1 NONDEG0K — & GHE-
MecayRe uzdasasmuely UHDODMaLUoRHEX yrazamenax sHayvosanesee cmandapmes. B ciyyae nepe-
CMOMDA [3aMenbl] WU OMMENEl HEaCMOoRWes0 cmakdapma coomaememapinues paedomnaxte Spdaem
OMPENUKCESH0 8 EXeMECAYHO UI0a8aaMOM UHGODMALLONNDM WKaZameans «HalUuoHanbkibie cmaddapmsis.
CoomeaMomeyiolias UHBoDMauus, veedomMnenue U MakcMb! DATMELLEKITICA MAakKe 8 uMboDMaLLIoHHol
cUCmeMe OfLe20 ToNEITEARUR — Na MWPULLANLNOK cadma Pedepantyoas a2eHMcmaa N0 MeXHUYe KoMy
[EPNUPOEIHUID U MEMPONI2UL 8 Cemy HumepHem

B CradgapTadgopm, 2013

HacToRWWA cTAHOAapT HE MO#ET BkiTh NONHOCTEH MNH YACTHHHO BOCNDOHIBEEH, THDAKWDDRAH W pac-
NPoCTRaHEH B KaYecTee oMUMansH oMo HagaHuA 623 pajpele vA DanepansHOre aradTCTEa NO TEXHNYECHD-
My PEMYIIADOEIHHIO W METDONOrHIA
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MOCT P MCOMMAK T816-8—2011
ErepeHue

Cepua ctangaptoe MCO/MSK TEB16 onpeaenAeT TpeGoBaHWA K NAPAMETRAM EADT Ha WHTEIpanbHBx
CREMAX W CNOCODE WX HCNONLICBRAKUA B PAMKAX MEXDYHAPOOHOM 0BMEHA MHchopMauWen. JaHHse nOeHTH-
DHEAUNOHHEIE KEARTE NPEOHAIHAYEHE ONA 0GMeHa WHopMaLHel, OCHOBAHHOMD Ha COMMACORAHMAX Meway
BHELIHAM WCTOYHMKOM W MHTEMPANBHONR CREMol KapTel. B peayneTate vudropsaudoHHero ofiMena kapTa
B0ART WHQOpMaUMD (PEIYNLTAT BHYKUCNEHWEA, XPAHHMLIE OaHHLIE) WHNKH WIMEHAET COOE COOEDHMMOE
(MAMATE JaHHEIE, TAMATE CO0LITHR],

MNATE CTAHQADTOR OTHOCATCR K KARTAM C raNbEAHMHECKAME EOHTAKTAMM, TPH M3 HKX ONPEOena9T JneK-
TOHYECHHMH MHTEpDEWC!

MCOMM3IK 7816-1 — onpegenaeT UInYeckke XapakTepucTHEA KAPT C© KOHTAKTAMM,

MCO/M3K TB16-2 — onpegenseT pasMepsl M DACHONoEeH e KOHTAKTOR,

MCOM3IK 7816-3 — onpegenaeT anNekTpueacki MHTepdenc 1 NpoTokoNsl Nepaaayu QA acHHXpoH-
HelX HAPT,

MCOM3K 7816-10 — onpenenseT anekTpUYackiiil MHTepdeic ¥ OTBET Ha BOCCTAHOBNEHHE ONA CHH-
KPOHHEIX K2DT,

MCOM3K 781612 — onpeaenseT anesTpudeckdi niTepdadc i padosre npouenype AnA USE kapT.

Bog 0cTanbHee CTAHOARTE HE 3aBUCAT OT TEXHONOMMH (PUAKYECcHors uTepdedca. CHM NPUMEHAKTEA K
KADTAM, NOOKNKHASMEI NDH NOMOWH KOHTAKTOE WANK DAGWOYACTOTh!

MCOMM3K 7816-4 — onpegenaeT SpraMd3auqdin, JaWKTy W kosMands AnA obueda HHpopMaLted

MCO/M3K TB16-0 — onpegenseT PerdcTpayris NpoEadLeDos NPWENaOHED NEPOrpEa ki,

MCOM3K 7816-58 — onpegenseT aneMenTel 0aHHeEIX ANA MexoTpacnesoro cbMeHa;

MCOM3IK 7816-T — onpegenseT somMadgel ONA A3k CTPYKTYDHPORAHHLIX 3aNPOCoR ANA KARTE,

MCO/M3K TB16-8 — onpegenseT komMandsl, obecneYraaiolie onepaydd No 3awHTe MHDOoDsMaL0HiA;

MCOM3K 7816-9 — onpegenseT komMadgel ANA YNpasnaHya KapTamu;

MCOM3K 7816-11 — onpenenaeT yOoCTOREDEHWE NMMYHOCTH SUOMETRWHECKHME METOOaMM,

MCO/M3K TB16-15 — onpegenaeT NPpUNoKeHns © KpUNTorpadyieeckol MHgopsMaLde,

MCOM3K 10538 onpegender ofmed  JadHHbiMA (P DOMOWA  NOBEPXHOCTHORS  OE@ACTEWA.
MCOMIEK 1444 3 1 19693 onpeJenfoT paguodacToTHK JoCTyn. Takke EapTel MARECTHE Kak BecKOHTaKTHIE
HADT.

MexgyHapogHeid cTasaapt MCOMIK T816-8 nogroTorned noakorMTeTom e 17 «KapTel v MasHTHgM-
KALKMA NHYHOCTHE CORMECTHOMND TEXHHUYeCKorD komMuTeTa Me 1 MCO/MEK « MHDopmMagioH e TeEXHOMOrHKe .
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HAUWOHANBHBIA CTAHOAPT POCCUMWCKOW GEOEPALMM

KapTisl MosHTHDHEALMOHHIES
KAPTBlI HA MHTEMPANBHBLX CXEMAX
YacTo 8

KomaHfki ANA oNepauWid no 3alnTe wHdropmalmi

Identification cards. Integrated circull cards. Pan 8. Commands for informabon security operalions

Hara epegesmna — 2013—01—01

1 OBnacTb NPUMEHEHWA

HacToAWMA cTaHgapT onpedenfAe’ MEeXOTRacNesse KoMaHOk ONA RapTh, KOTOPLIE #0ryT OkiTh
HCNONB30BAHE ANA ONepaumMi KEpHnTorpadsam.

Brifop ¥ yCNoBKMA MCNCNLICRAHWA MEXAHHUIMOB KORNTOMDadMM MOTyT BAKATE HAE IKCNOPTHRIE BOIMOR-
HOCTH K3pThI.

HacTosWKA CTaHIAPT HE yCTaHaBNMEasT TPEGoBaHKA K OUSHKS NPWEMNEMOCTH ANMODHTMOE M NPOTOKOB.

HacToAwWWA cTAKAapT He PACNPOCTRAHSETCR Ha PEANKAALKMID OGMEHRE JAHHEME BHYTDH KADTE WIUNK
BHELHEND OKPYHREHKE.

2 HopmaTHBHLIE CChINKK

B HacToAwWweM CTAHGApTE MCNoONs2083Ha HODMATHEHAA COBINKA HA CNSOYHoLME MEIYHADOOHSLIA CTaM-
gapTt:

WCOMIK 7R16-4:2005 MWosHTHdMEaUMOHHBIE KADTE. KapTel M8 WHTErpansHLx cxemax. Opravisa-
UHA, 233LMTA W KOMaHas Ons osmMeda iedoprausei [(|SWIEC 7816-4: 2005, Identification cards — Integrated
circuit cards — Part 4. Organization, security and commands for interchange)

3 TepMHHEI W onpeaeneHla

B HacToAwes cTadgapTe npusiaHest Tepmune: no MCOM3IK 7816-4:

31 MeTos acHMMeTPHYHOrS EpunTorpadiduyeckoro anropdTMma {(asymmetic cryptographic
technigua): Kpunrorpadideckdidl MeToq, HOTODRIR WCNONk3IyeT OBe CEAIAHHMLIE Mesgy cobol onepalme:
COWeAOCTYNHYI0 ONepaLKKD, ONDEenNEHHY OSIWEAOCTYIHBIM HAGOPOM YACET MW OTEDLITEIM KMKH0M, KW
AANPETYIO QNEQALMID, SNPELENEHHYIN IAKDETER HATOPOM YWACEN WK CREPSTHRIM KITIOWUOM.

M pPHMEBYAEHAE — Nes SNEpaUMe OBNaasnT TAkMM CROACTAGM, HTO NpW HAnH4YMH GD-J.IE'J:IEIGT}'I'IHI:I'& QNEpaUnE
HEEDIMOHEHD NPOWIESCTA 33EDRTYH GNepaur.

3.2 cepradmear (certificate): Uwdposan noanuce, cRAILEOWAR ONPEOeneHdsl cyBeerT unn obs-
BET © 80 CEAIAHH LM OTHDBIThIM KMIOYOoM.

lTpMEYaHA e — ':|FIFE HHIBUMA, BRIOADUEN CERpTWDWEAT, TEKEE BLICTYNEST B KEYECTES Opraqda pacnpegene-
HHMR TEM3 N OTHOWESHHK £ INSMESTAM QaHHEIE B CEPTHPHKATS,

3.3 uwipporans nognuck (digital signature): NpHCoEaMHEBHHBIE TAHHBIE WKW KPANTOrpAWLHECEDS Npe-
COpAIBAHKE CTROKOBLIX JAHHEY, KOTODBIE QOEAILBAIOT NELNKUHHOCTE W UENCCTHOCTE CTPOKOBREIE QAHHLIX K
JAATY OT NOOGEN0K, HANPUMED, NONYYITENEM CTROROBRIY QaHHEX.

34 knoy (key) MNocnegoBaTensHOCTE CHMBONOE YODABNEHWA KPpWNTOrpadidyeckold onepauden
[HanpUsep, Wwndposka, pacluWdpoRKa, I3KPRTAA KK OBWEQOCTYNHAR CNepaLKs B AWHAMKYECHOR Ay TEHTI-
drrKaUrK, NOANKCKH NEOWIBCACTES, BEDUDUEALKWA NOANKUCH ).

35 BeilonacHbIA 0GMEH COODLLBHKAMM [2ecure messaging ) CopokynHOCTE CRPeOcTa ONA KpUnTorpa-
PHHYECKON 3AWWTE NAPE (H3CTEH Napkl) KOMaHOA-0TRET.

ManaHue S HUHaNLHGE
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4 OBo3HAYEHWA W COKpPALLEHHA

B HacTOAWEM CTAHAARTE NEKMEHSIOT CNEOYKIWKE COKPaLLEHHA;

CCT — wabnod EpUNTOrpaduYeckol  KORTpOneEHoR  CyMdbl  (control  reference  template  for
cryptographic checksum);

CRT — wabnoH koHTponesHors ynpaenesus (control reference template);

CT — wabnoH kondgraeHusansHocTe (control reference template for confidentiality);

OS54 — anroprTs wadposol nognuck (digital signature algorithm);

DET — watnou ywdrposoi nognuck (control reference template for digital signature);

ECDSA — anropiT yudppoRol NoANKMCH Ha Ba3e MaTeMaTHLSECKDrD annaparta ANnNWNTHYECHMY KRHMBBIX
(elliptic curve digital signature algorithm);

HT — wafnou xaw-kona (contrel reference template for hash-code);

MSE — koMawga YTMPABNEHWME CPEOOM 3AWWTHI (MANAGE SECURITY ENVIRONMEMT
command};

Pl — OTHpBITEE kMo (public key);

PSSO — komanga BBINCOMHWTE ONEPALMED 3AWKMTEl (PERFORM SECURITY OPERATION
command);

GO — Twiy v KackaTep (Guillou and Quisquater),

RFU — sapesepedposadc ana Byaywero nenoneioeadda (reserved for future use);

REA — kpuTocucTema PaneecTa—LWamrpa—Agnemana (Rivest. Shamir, Adleman),

SE — Ccpena saluTe (security environment);

SEID — voeHTHMEATOR 3AlWHMTHOW cpedisl (security environment identifier).

5 MexoTpacneBblé KOMaHAbl ANA KPUNTOrpatMYecKux onepauui

HacToswWiA cTaHgapT 4e yeTadaonuoaeT oGAsaTensHoe Tpebonadwe K coBMioaeHu BoEy HUMENpHoe-
OEHHE KOMEHT KW BCEX NapaMaTpon NogoepHuBasns KOMaHD ONA KAPT, COOTBETCTBYIOWMY HACTORLLEMY
CTaHaapTy.

51 Komawga TEHEPMPOBATbL MAPY ACHMMETPHYHbIX KNHOYEW (GENERATE
ASYMMETRIC KEY PAIR)

Komanoga GENERATE ASYMMETRIC KEY PAIR nwic aanyckaeT reHEpaLWKy M XPaHe e acHMMeTpuy-
HOH Napbl KNGYer 8 KApTe, T. 8. OTHPLITOMO KNI0YE A CEKpETHOMND KNI0Ya, NWS0 NoNy4aeT QOcTy K acHBmMeT-
PHYHCE Nape KmioYel, coagaqHol pasea B kapTe (oM. Tabnuay 1.

[Jauuan komanaa modeT npeawecTaceate omMmange MANAGE SECURITY ENVIROMMENT ¢ uenew
YETAHOBWTE MEHEDELHID KNIoSEH CEAIAHHBE NAgamMaTpon [HanpUusep, CNEpasosHHE No anropuTan ). Komauga
MOMET GRTh BRINOGNHEHS B O0HH KM HECKONBKD 3TANGE, BOAMOKHO, C HCNONLICEAHWEM LENOHEK KOMaHD G,
MCOM3K 7816-4).

Tabnwua 1— MNapakoMadna-oTeeT GENERATE ASYMME TRIC KEY PAIR

CLA Hak onpegenedo a MCOMSK TE16-4

INS adBn MN adTu

P1 Ynpagnedye reHepaUMel 8 cooTaeTocTand © Tabnuuen 2

P «00n (HHPOpMALKHA HE NPSA0CTARNEHE) WNKM CoRINKE HE KNWs ByoeT creHepHpoEaHA
Mone L DTCYTCTaYET ONA €ogupoead-a Mo = 0, npUeyTCTEYET ANS Ko0«poeadia No = 0
Mone AaHHLIX DITCYTCTEYET WM

NpefcTRENAET COS0A 3RKPRITRE QaHHEE, acnk P1-P2 yetanoenaso €&k « 00000, wnw
00uH UNKH Bonee watnodos CRT, CEAZAHHEY © FEHEPAUMER KNID4E, 8CNH aHa4wesne F1-F2 oTnryHo
o7 aQ000x (CM. NpHEMasEnE ]}

Mane L, OTCYTCTEYET ONA E0QUpoEaHEA Me = O, NpucyTCTEYET GNa KoZHPOEaHWA Me = O

Mane QaHHER CTCYTETEYET WM

NpegcTesnaeT cofol OTEP:ITEIR KNy B B0 NOCNE00RATENEHOCTH JAHHE X 3NaMeHTos nnio ofik-
BETOE ASHHEIE ANKH

NoCceqoEaTENEHOCT: b EEETOR QAMHEIE 8 COOTEETCTENM © DACIAPEHHEIM CNMCKOM 3AM0N08K0E

SW1-5wW 2 Cre. MCO/M3K F316-4, Tafnuus 5 n 6, r0e COOTEETCTEME, HANpMMEaR OIS

Mpumedasne — Ecngnapa dnoYed CreHepEpoBaHE ONA #ECKONERAE NONs30BATENSA, TO MMESTER HECHON k-
ko watinoHoe CRT. B none aaxHe s wadnod CRT moseT uMaTe HYNEeaYH ANHHY.

2
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TaGnuya 22— ¥npasneHne reHepaunen a F1

BB b7 BE BS bd b3 bZ b1 CMBiCnoBoe JHEyEHe

o o 0 o O 9 0 0| MsEfopMaddn He NPeOocTEENSHE

1T 0 0 0 0 ¥ x x| MNpegocTanedHs QonNoRHETENEHEA KHEOODMaEUHA

T 0 0 0 0 — — x| FeHepaudsA KNpwa:

— — — — — & &% 0| -resepauda SCHMMETRHYHDA N3P KN oYed

— — — — — & 3 1| -QocTyn & CYWRCTEYSIWEA NAPE OTROBTH X KNIOYER

1T 0 0 O 0 — % — | PopMAT BOIBPALEHHBIE AEHHEIE OTKPLITOrG ENK4A:

— — — — — % 0 % | -zaEpsiTeid MODMET QEHHEIX OTEPEI TGS KNHYE

— — — — — % 1 % | -=2HEogHOR POPMET QEHHLIX OTEPEITOMND KNYE B COOTEETCTEME C DACWMPEHHEIM 33-
OB RO

10 D 0 0 x — — | BeIXDOHOR WHOWKETOPR!

— — — — — @ ® % | -DaHHHE OTEPSITOMD KRDYE B NONE JaHHE X OTEETA

— — — — — 1 x x| -#8T4aHHHX 0TEETA, €CNK None L oToyTCTEYeT, MNK 385Da ThIE LAHHEE, SCIH Hsa-
aToR none L

NipBoes gpyroe IHEYEHME 33PEISPEMPORAHD 4NA Byaywers dcnone3oaadna ISOAEC JTCI/SCTT

OnA redepaldi Naps KNOYEA NPKW OTCYTCTEWY Nona L, napa smoYsd XpaddTeA B KapTe, BOIMOMHD, 8
draine EF, COBNKA Ha KOTOPRE HIBECTHA 00 MOO3HK KOMIHIE.

Jng oprasdiaunnd GocTyna & nape KnioYei (Gea reHepauyi) none JaqdHesE iosaHibl MOWeT BT MyCTsik.

B 1apWMCHMOCTH OT HeTHOCTH koga NS (oM. MCOMISK TA16-4) OTEDLITRIA KMOY B NONE JaHHBIX OTEETS
npedctagnAet cobold nebo nocnegoeaTensHoCTe ANEMEHTOR JaHHeX (460 ), Nubo nocnegoeaTensHoCTE
obnekToR ganHex {«d7 e

Ecnu paclivperHeld CNHCOK 3aranoskos ONMCEBAET NoNe QaHHeX OTEETA, TO OH HERBHD HAIBECTEH 00
NoOaYs KoMaddsl, OH CXBATHEIET OTEDLITEHA KNoH 06 LEKTOR JaHHEX 1 OPYTHE 3angallnBasmMels 0 LERT k5
OaHHE.

Horga G0t 1 yocTadaenueaeTcA kak eguHdua 8 INS, 1. e, INS yocTaHapnWeasTcs B aHaqenne «47s, K
OTEPEITLIA KDY BOIBDALEETCA B NONE JaHHEE OTEETA, TOMga MexoTpacneeod wabnod HenNoNe3yeTeA ana
BACHEHHA QOHOM COOTRETCETEYHIWEND HAS0Pa OTHPEITRIX KMOYER COBEKTOR JaHHBIX B COOTRETCTAMK ¢ Tabnu-
Uer 3. ECnM anropuTid He YEa3ad B KOMaMae, TO oM HIBSCTEM A0 Nogadd koMadas. B wabnoKe oTepeiToro
KMHOHE BOHTEKCTHO-33BHCHMBIA KNace (Nepabiid GalT ot «B0s 0o «BF ») npegHasHdaseH ANA OTERRITOMRD KNKYa
OOREKTOR JAHHLIY,

TadnuMuya 3 — OTKpRTHA KN4 08 bEKTOE O3HHBIX

Tar CubiCnDnas JHsysHne

#TF A48 b EHOTRECNEEOA walnoH Anf BNoxesdA oaHene #abo pa COLEKTOE GaHHEE OT EPETEIX KNMse@ oo cnegy-
SIUMMA TErEMA

allfn AOSHTUED MEATOR 0DbLESKTa ANMpATMA, JONSNHEATENEHD

adlin CounoY=RA anro PUTM, MCNONB3YEMBIM B KOHTPONEHOM ¥NPABNEHWK ol eBETOR O8HHREIX ONA Be30nacHare
cliMeHa cooBUeHUAMK, J0N0NHHTENEHG

CoBOKYNHOCTE 0B LERTOR QAHHEI X OTEPEITOMS KNMYE anA RSA

af1s | Moayne (decno obosHa4E8TCR KEK A, KOOWMEYETCA B ¥ BadTax)

afZa | OTRpETAA SKCNOHEHTE (MAcno ofoaHavaeTor Kak v, Hanpumep, B5557)
CoBoHyNHOCTE oS berToR JAHHLIE OTEPRITOrS KAWYE gnA DS5A

af1s | Nepeoe npocToe (vecno chozHa4EETCR KAK D, KOOMPYETCA B p BEATaX)

adZa | Bropoe npoctos [4ucno ofcisadeeToR KK §, O8NWTens gna p-1, sanpemen 20 GaAT)
afds | OoHoBadHue (Yucno of0IHavEETEA L88 § NOPAAKA §, L0QUpyeTen B ¥ DanTax)

addn | OTEPETEIA KMy (YHCNo oS0IHEMEETOA KEK ¥, PABHOE § B CTENEHW ¥ HE MOOYNE 0, T0& X — ZEHPLITEA
ENioY, KoanpyeToA B ¥ Gadrax)
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Oonvanue matinuys 3

T CMECnasDe I0auEHle

CoBORYNHOCTE OB LEKTOR AAHHBIX OTKRLITEro KNw4a ana ECDSA

«Bi% | MpocTros [Wueno ofoIHa4uEaTon KK 0, KOOMPYETER B 2 BadTax)

«B2% | Mepas=if kosdpeuMedT (Mecno obozHavasTon kaK a, koaMpyeTes B 2 BalTax)

«B» | Bropod kosddaunedT (Mucno ofiosHavaeTcs Rak b, HoaupyeTca 8 2 GadTax)

«Bd» | MaHepaTtop (To4KE HE kpHeol 0Bo3daqaeTon KAk PB 48 KpUECA. KOQWPpYeToA B 22 une 2 + 1 SanTax)

«B5% | Mopagok (npocToe skienc, cBozHA4BETER KAK [, NOpAAOK reHepaTopsa F B, kognpyeToa B 2 GadTax)

«Bw | OTEPBITEW KNKY (TO4KE HE KpWBoR, oloznaysaeTon kak PR, peesa ©, yMHOReHHomy HE FEB, rge ¥ — 3akps-
Tl KMHs, EOGUPYSTCRA B 22 Mne Z + 1 GanTax)

wBPx | Kodaktop
CosokyNHoOCTE OB BEKTORE ABHHBIX OTKRLITGMD KNYa ana GO2

«B1» | Mogyns {sMcno oBo3aHEYEETCA KB 0, KOGUPYETCR B ¥ GaATax)

#B3% | KOnWMECTES GOHOBHE X HHGEN [YMena oBo3Ha4anT Kak M, kogH Py TeA B 1 SanTe). Ecne Ter a83e NpHayT-
CTEYET, TO TEM xAds QONKEH OTCYTCTEORETE W M OCHOBKL “Hoen, 0O03Ha4BHHEIX KK I, 0_,..., § ., AEN#-
HITCA NEPELKK M APOCTEMA YMCnaMy 2. 3.5, 7,11 )

«Bdw» | Mapametp eepwp@kauiny (Yuocno ofoaHaqsaaTon €ag K, KoaHpyeTca B 1 HGadTe)

ahAdn | MHOMECTAED /M OCHOBHEIX HMCEN 080IMAMBETCR KAK 0. Jo...., 0, KaWEEIH @3 KOTOPeIX K00HpOEEH B 1 BaiTe
CTeromM o0, (Eand Ter «Adx NPUCYTCTEYET, TO TEr nd3s QONHEH OTCYTCTEOBATR)

B paHHoM cnysas [S00EC JTC 1WEC AT peaepaspyer NoGod opyrod o besT QAHHLIY KOHTEKCTHO-33BMOAMGTO

Enacca (nepaef SanT B gpanaioHs oT adls oo «BF )

5.2 Komanpa EBINONHATE ONEPALUMKD 3ALLMTE] (PERFORM SECURITY OPERATION)

Komanoga PERFORM SECURITY OPERATION aanyckaeT cnegyolwne onepauqdi 3aWnTel B COOTRET-
CTEHW C 05 BEKTAMA OaHHbix, ONpeasneqHeEs 8 P1—P2 (cu. Tabnuuy 4

« BBIMACTEHWE KPUNTOrPaEMYeckol EDHTRONEHOH CYMMbI

-« BbiYHCReHWe UADPOBOR NoOOnNWcH,

- BLIMHCMEHWE ¥3LL-KOAA,

- BEpUMEALMA KPMNTONpadiMyeckon KOHTPONBHOA CYMMEI;

- BEPHDHEAUHA WADPOEOH NOQNWCHK,

- BepudHEaLMA X3W-Koaa)

- wrdposEa;

- pacwuppopka.

Tatbnwua 4 — MNapa koMeHa-0TeeT PERFORM SECURITY OPERATION

CLA Hek onpegensedo a MCOMIK 7E16-4

IS adfhn

F1 Ter (None OaHHRX OTEATA B 2NEMEHTE Q8HHBIL, SCNH NPHCYTCTAYET) WK a0y (NonNe LaHHE X GTEETA
BCerna arcyToTeyeT) «FF» = PFU [aapesepespoBado Ona Gy QyWera HononsoEaH9aE )

P2 Ter (none JaHHBIX E0MAHAL B 3NSMEHTE JEHHEY, SCNM NPRCYTCTEYET) MW alls (None QaHHeX KO-
MEHOH BCErOE oToyToTEYeT), sFFs = PFU [zapesepexspoBEaHs AnA ByOyUyero AcnoneioeaH«a) ana
ISONES JTCHSCAT

Mene L, OTCYTETEYET ONA £0GUMpoEaHHA Mo = 0, NpHCYTCTEYET ANA KoO«poBRaHna MNe = 0

Mone JaHHRIX

GTG}'TE TEYET AW HMEET ZHAYEHHE ofiLesToE QAHHEIX, 3803HHEE B P2

Mone L,

OTCyTCTEYET ANA K0QUpoBaHEA Me = 0, NpecyTCTEYET GNA KOgHpoEaHWR Ne =

Mane geHHbIR

GTG}'TET-E:{EIT MK AMEST 3HAYEHWE 0OREsTOE QEHHRIY, 3B03HHEX B F'1

SW1-SWa2

Crt, MCOMIK FA16-4, Tabnius 5 W B, roe cOOTEETCTEWE, HANpMMEap GEE5

Ecriv onepauns 3alm|Tie TRESYeT BhiNOMNHMHTE HECKONLK0 KEOMaHS, TO He0DXOOMMO NPUMEHATE LWEnodKy

KoMaHg (ca. MOOM 3K 7TR16-4).

d
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Komanoa PERFORM SECURITY OQOPERATION moweT npegwecteopate wkomange MANAGE
SECURITY EMVIRONMENT.

HanpuMep., CobNoHHEIR K-, 3 TAKE CObNOYHEIA ANMODATM A0NHHE BiTe NHE0 HEABHD WMIBSCTHLL,
n&o aagasel 8 wabnode CRT B komange MANAGE SECURITY ENVIRONMENT.

Takan KoMaHaa MoMeT DbiTe BREOONHEHE, TONBKD SCMK 33WTHEIR CTATYS YOOBNETRODAET aTpubyTam
CEEDETHOCTA CNEpayvH. YCNeWwHoe BoiNoNHeHne KoMaHdsl MOMET 3AaBMCETe OT YCMNEeWHOrD IaBepueHiny
npeaeaywen koMasasl (Hanprsep, VERIFY (MPOBEPWTE) neped BeidHCieHEdem LW poBoi Noan|cK).

CrMCcoR 3aronoBKOE MNK PACLUMDEHHEIA CNHCOK 3aronoBKos ONgeaenaeT NopAROSK W NyHETE OaHHbIX,
KOTODBIE OPRMADYIOT BROG ANA ONepaUdi 380 Wl

Komawaa PERFORM SECURITY OPERATION WononeayeT WwWabnoHsl BX008, Nepedicne e B Tabnu-
ue 5. 31d WalbnoHsl ABMAKTCA OCHOBEHEME 00 BEKTaMK DaHHEE GNA Be3onacHoros obMeHa CoOGLLEHAAMM [T,
MCO/MEK 7T816-4).

fTaGnHya b — BicaHbi® wWabHnoHe

Ter SHauvEnme
aflu BroaHon wadinod AnA as«AeneHWA £aw-K00a [Wabnod LSWrpoEaH)
aAdu BxoaHoi wabnod 4R NpoEEDEE KpANTONRA@ MHECKOR KOHTPONHOA Cyrme: (WAGNoH UHTEFRWDDEEH]
aAbs BxoaHoi walinod 4nA npoEefks Usdposod nognues (walnod nognscaH)
AAe BroaHod watinod Ana asAcNeHHA LA POBGA NOANUCH (CEA38HHEIE NONA IH4EHHA NOANWEEH ]
wAE® BaocaHom wabnod 4nA NpoEepEs CERTH(HKATE [CRAIEHHEE NONA IHEMSHHAA CEpTHEHUBPOEAHE )
«BCu BrogHon wabnod AnA ae«ACNeHWA LM POoBSA Neand ol (WaBnod nognacad )
sBEn BroaHon wabnod Ana npoeepkd cepTid@kata (wabnod ceprrdnungaEaH)

BrogHee WabnoHel, KoOHTEECTHO-33BMCH MBI KNacc (nepasd DadT B guanazoHe ot o280 go cBF ) aape-
IBPEADOBAHLl ONA BXOQHEX ODRekTOR JanHmx. B Tabnuue 6 nepedncnersl OFbeKTEl JaHHBK BO BROOHLIX
wabnoHax.

Ffafnuya & — BrxoaHer® 0B LEKTH JBHHRIX

Tar AnaueHae wiby s EA2 o afifie afCe, «BCe | aAEs, aBEw
bl ABHDS IHAYEHHE X k' X X ¥
wHE® KpunTorpad@yeckdn KOHTPONEHEN CyMME E ]

P Ta gt Aaw-roa X 3 x ¥
w92 CepTHdHkaT %
3 Lag OTHRRITEGR €N X ¥
sHE® Lugposan noanEcs X ¥

5.3 Onepauwn BbIYWCNEHWE KPUNTOMPA®UHECKOW KOHTPONBHOW CYMMbI (COMPUTE
CRYPTOGRAPHIC CHECKSUM)

Cnepayma COMPUTE CRYPTOGRAPHIC CHECKSUM 3anyckaeT Beiducnedne KkpunTorpadueecon
KOMTROMBHOW CyMMBl (M. Tabnuuy 7).

FTeGnuya ¥ — MNapaMeTpe W NONA DAHHEY ANA onepauds COMPUTE CRYPTOSRAPHIC CHECKRSUM

1 sHE®
P2 sl
KomaHoHoe HanHee, ana EOTODElX QOMNH«sa BRTE BRlYRCNEHA EPUNTOrpEP@YECKaR KOHTPONEHEA CyMMa

none OaHHRX

OTEETHOR none KpunTorpadiv-eckan ROHTRONBHAR CYMME
OaHHEE
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5.4 Onepauwa BEIYWCNEHWE ULW®POBOW NOONWCH (COMPUTE DIGITAL SIGNATURE)

Crnepauda COMPUTE DIGITAL SIGHNATURE sanyckasT BeYdcneqH e UAdposoi Nnoanycy (oM. Tatnu-
uy &) ANropuTi MOMET NpeacTasnaTe cobBol NUBo anropuTM UWEPOESH MoOnHcH, NWSo koMOuHaLKe
KIW=ANTODHTME W aNToOpHTMa UMEPOBROKM NOGMACK. B NoHNomeEH H A NDHBEOeHE NDHMEDE ONepauHi yHdpo-
BOA NoANWCH,

OnA BerHHCNEHE R WAhpoB0od MOANKCK DAHHBIE, KOTOPBIE QOMEHBl DblTe NOGNACAHEL HMNK WHTETPUDORA-
HEl B NPOUECce NOANMCAKWA, NepedanTol B KOMaHIHOE NoNe GaHHbix WNd OTNEaBnARTCR B NDesl0y Wy
KomMaHgy, Hanpusaep PSSO HASH. B P2 undpoeas nogneces onpegendeTca Teramd 88 «ACy ik «BCy 8
COOTEBETCTEMM OO CTPYETYROH Ha axoge (cwm. MICO/MIK Ta16-4).

Ecri BCNoMOoraTeNeHble JaHHse QoMwHe BblTe BEMMHeHE B0 BROD UWDOBOA NOONKMCH, TO Cobinka
Aon#Ha Oeme NpeacTasneHa B wabnoqe CRT {cm. MCO/M3EK 7E18-4). Ecnu aeaToa NYCTanA CobiNka Ha obb-
EKT JaHHBIX ONA BCNOMOrETENBHBIX OaHHBEX, TO TOR0a BCNOMOTaTENBEHEE GAHHBIE JCM#HHE BblTe BCTABMEH I
HADTOW. BonomoraTensHel e GaHHbIe, KOTODLIE NPUCYTCTEYIOT KW K KOTODbM OSpawanTcA B NONe GaHHbIx,
HBACHDT NPUOPKTET Ha NobeiM CNHCKORM 2AroNoBKa.

JHAYeHWE, NoOANENALLES BOIBDATY KADTOW, ABNAETCA UWppoaod nognuckeid (P1 = a9Ex).

Tatnwus B— MNapamaTpsl ¥ NONA O3HHLX 4NA onepausd COMPUTE DISITAL SIGNATURE

P1 a9Es
P2 a9fw, s ACy #wAK «BCx
HoaHaHOe DTE‘EI'TCTE':.’E‘T {0 BHHBI= YHE B HEPTE:I WK

nane aasHsiE | ecnd F2 = <08, aHHse A0NHHS SeiTe NOANUCEHE WNH RHTEMPHPOEAHE B NPOUSCE NOONHEEH KA,
gonn P2 = wACe, 0O B8KTE JaHHLIX, IHEYSHHWA NONER KOTOPLIE NOANWCEHE MW WHTETPADOEEHKE B Npo-
USCs NOONUCEHHA, UK

ecnu P2 = «BCe, ofeeaTel QEHHBIX GoMEHE GeTe NOANHCEHE WMWY METEMPUPOESHE! B NPOYSSs NOANHCE-
HUR

CiTEeTHOE UudmpoBan NoANECE
None QaHH:=lx

MpumMmedasne — Terd «xACH W oBC s HE HHTENpHPpDBaKE BO BROS LHEPoOBOR NOONUCH.

5.5 Onepauna X3WHWPOBATE (HASH)

Onepayda HASH 3anyckaseT BeiMHUCNe e XaW-koga 0eyma cnocobamu (oM. Tabndagy 90

- NONHOE BeYACNEHHE BHY TR KAPTE MW

< YACTHYHOR BESHCNEHKE BHYTDH KAPThl (HANPWAMED, NOCIEOHHA LHMKN X3WWPOBaHAA ).

WatnoM xaw-koga HT (ehde, «AB s ) yKazwBaeT CoRNOYHBIR aNMORHTM ONA BblYMCIEHWA XIW-K00:a {(CM.
OO 3K 7816-4),

BrogHble DaHHBIE 0MkHE SblTeE NPEQCTARNEHE KADTE B BUOE NOCNEOCBATENbHEX DNOKOE (OQKH KK
fones oOHOBpPEMEHHC]. B 33BMCHMOCTH OT anropyTMa x3WHposaH s NocNeqHue BX00HEE JaHHEE MMEKT
AMAHY, PARHYE W MEHBLUYI0 ONHHE BRoka. 2anonHsowsi anropuTh, ecnd ate uenecocbpasio, AENAeTCA
YACTRID CNPEOEneHHa anropyuTa $ILUpoBaHAA.

Ona nocnegyiowei 0bpaloTes BEYMCNEHHOID X3W-K00a chegyeT painu4ars cnegyiowqe 083 cnydan:

- BbIMACHEHHBIA X3W-KCO XPaqHUTCA B KAPTE M QOCTYNEH ANS KCRON6I0BaHWA B Gones NoIgHeR koMan-
oe: tarpa none L, otcyToTeyeT nuba

- X3L-Ko0 AOCTABMASTCA KAPTOA @ OTEETE, Torga none L, fonsso SuTe YCTAHOBNEHD Ha CoOTRETCTEY-
FOLLLY R T THAHY

Tatnwuae 9 —MapaMeTpe # NONE JasHsX GNA onspadns HASH

F1 (=R
Pz adlw Wi s AR
HKomaHaHoe Ecnu P2 = «Bile, gasHse ANA X3 HDOEAHWR

nane gaHHels | Eocnd P2 = A0, 0B bekTH JAHHEX, WMEHILHS OTHOWEH e K XSWHPIEAHWH [« D0 ONA npoMesyTouHo-
roowaw-kona, «Bls ane nocnegHero Bnosa}

DTS THIE KAli-o0 @ne oTeyTCTeYET
Nane JaHHsX
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5.6 Onepauwa NPOBEPWTE KPUNTOMPATRHWYECKYID KOHTPONBHYIO CYMMY (VERIFY
CRYPTOGRAPHIC CHECKSUM)

Cnepaurs VERIFY CRYPTOGRAPHIC CHECKSUM aanycekaseT NpoRepky EpMNTOrpafvHeckon KomH-
TRONEHOA CYMBE (Ck. Tabnuuy 10).

FTeGnuyga 10— MNapameTps @ NoNe A8HHLIX 408 onepausn YERIFY CRYPTOGRAPHIC CHECKSUM

1 =00
P2 #AEe
KoMBEHOHOE OfeeaTal JAHHEE, AMSHLHE CTHOWEHWE € ONepayui (HanpeMen, od0s, «HEs)

onNe aHHREX

OTEETHOR OTCYTETEYET
nOne GaHHbx

I pPAMEYaHHWE — Mone aHaqvsHnR NROCTOrD 3HAYSHAA ODLesTE O8H HeiX [Tl adUs fCOOEQEAT QAHMBIS {3NEMEH-
Thi JaHHEE HNH 0fbeaTe OBEHHEX ), I8WHLWESHHBIE FEUNTOTPAdAMSCKRDM KOHTRONSHOH CyMMORA.

3.7 Onepauwa NPOBEPUTE UWPPOBYID NOONMNWCE (VERIFY DIGITAL SIGNATURE)

Cnepaurs VERIFY DIGITAL SIGNATURE aanyckaet npopepiy UW@poBoR NOONKCH, KOTODanA Nepe -
ETCA Kak 00 berT JaHHLIX B NoNE GaHHblx komMands (cM. Tabmagy 11 dpyree JanHble, MMERLWLHE OTHOWIEHKE K
npoeepke, NHbo NepagassTea B Npodaces POpMURCEAHUA UEMNOHYE KoMaHd, NMEo NpHCYTCTEYVIOT B KapTe.
ANTOpMTM MOXET NPeOCcTABNATE COS0H NHUES TONBKD anropuTM UddpoBod NognKack, NHGo KosBrMHaLMIn
AIL-ANTOPUTME W anropuTMa ukdpoBoi noandcy. B npunosmedyris A NpHBegdeHsl NpHMERH Onepauxi
UHPOBOEA NoaNHCH.

OTEPBITEF KNIOY, 3 TAKEE anropiTi MOoryT BeiTh!

= WK HEARHD WABECTHEI,

= WK K e obpawawtea g wadtnowe DST (¢«BEx) Komange MANAGE SECURITY ENVIROMNMEMNT,

< WNW O0CTYNHBl K3K pe3YNeTAT NpeiwecTayiowed onepauye VERIFY CERTIFICATE (MPOREPWTE
CEPTHD®MEAT)

Ecni cChiNOYHLIA anroprTi B KapTe 00LSBENAET TONBKO ANropMTM NOSRKcK, TO SaHHbIEe COCTOAT W3
XIL-KOOE WNH NOONKWCE NPESCTaenAeT cobod cooblleHde Tuna poccTadoBnerde (ca. MCOM3IK 9706).
B npoTHBHOM CAYY43E BRIYWCIEHWE X3W-5008 OCYWECTENASTCA B K3PTE W CORUOHHBIR ANTOpHTM 4ONONHW-
TENLHO COQEDHHT COBMKY Ha anropHTM XIWHDOBAHHE,

FeGnuyga 11— Mapamerps @ NonNe ABHHLIX 4nA anepadsd VERIFY DIGITAL SIGHNATURE
1 #00=
F2 YL
KOMEHOHOE OfeeaTel DAHHEE, HMEHLWHE JTHOWSHWE & oNepauMy [Hanpumep, nido o940, «ACe, nHbo oBCe u

none DaHsex | «89E%)

OTEETHOE OTCyTETEYET
none QaHHex

Ecnu none Jaddsx KoMaddbl COOepEAT NYCTOR 00 eekT DaHHex, TO NPeanonarasTcs, 4T0 KAPTa aHaeT
aro IHayeddAa Gna MCNoNe3I0BaHKUA B NpOB2OKE.

5.8 Onepauwa NPOBEPHTE CEPTH®WKAT (VERIFY CERTIFICATE)

Nna nposepid cepTvdkaTta B KapTe (oM. npdnoxeske B) usbpoeas nognvck cepTudikukaTa, nognessa-
Wan Nposepie, NepeaasToA Kak oD bEkT JaHHEX B NONE JaHHEX KoMaHOE. OTERLITE KT0Y oprada no ceprn-
prKaUMK, KOTODBIA NpYMMEHRETCA NpKH NpoBepre, MO0 HAXOAWTCA B KApTe, NME0 BebupaseTeA HeABHD, NMEo K
HEMY MOMHD 00paTUTeECA B wabnoxe DST, wononkeaya komandy MANAGE SECURITY ENVIROMMENT (o,
Tabnwuy 12). ANropUTM, KOTOPLIA JOMKEH NPHMEHSTECA, HEABHD WIBECTEH WK K HEMY MOMHD OGPaATHTRCA B
wabnowe DST. EcniK 8cTe Apyrke OOLekThl JaHHLIX, KOTODRIE JONEHEl MCNONEI0BATECA B NPOUSCes NpoBep-

KM (HANPMMED, X3W-=KOgd), TO OHW AONMHE! HAXOQWTECA B KApTE WNW NepedabaTecA, WCNoNeIYA NPOUecs
(POPMUPOEAMAA LEN0YEA KOMana.
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HeofxoguMo pasnuyaTe CNeaywqe 0ea cny4an:

- BCNW CEPTHRHUKAT He TRebyeT JonNonNHUTENEHOM ondecadua (P2 = «BE»), TO KApTa MaBnekasT OTHD k-
Told KK, YCTRHOENEHHLIA N0 @ro Tery, B (BOCCTAROBNEHHOM) COOeMwanny cepTrdrkaTa;

< BCNW cepTdMKaT TPeSYEeT QoNoNHAUTENBHOre onucadna (P2 = «AE»), To KapTa napnesaeT oTEPBThIA
HITIOM B CERTHAMKATE HERBHD MK ABHO, HENONLIYE TEM OTEPRITOND KMINYA B CRACHE 3Ar0N0BKa, SrMCk Bak LWe-
ro Cogepsadde cepTudimkara.

ECni OTHDE TelA KNIOY XPAHKMTCA B NAMATH, TO OH Gy0eT KN0YoM 0o YMONYaHKio GNa nocneayiowes one-
payud VERIFY DIGITAL SIGNATURE.

Tattnwue 12— MNapaMeTpe W NoNe DaHHEX ONa onepagnn VERIFY CERTIFICATE

F1 allla
P& a92s, uAEs nnd «BE#
KoMaHIHoe AnemMaHTe OBHHBEIX WNA Of BEKTE AEHHEIX, HMEBRWWAE OTHOWEHRE K ONegayun

Nane QasH=x

OITEETHOE DTGy TCTEYET
Nene QaHHe s

M PHMBYBHHWE — Ecnn HCNONsIYETIA CXaMa 4acTHYHONG BOCCTEHOBNEHWA conbweHnA 1 HACTE MHPORMEGHKA
!p'HiEl-E-I'I."GEHE“!hEi‘lTE'.TI}Gﬁ'bE{T_ﬂ,EHHthIIHE{I'IGMEI.'ETEI'IhHHKLaHHhII_J,I:IJ'IHEHI'IGE‘-'I::.I'.ET:ERn}'GTHM.Eﬂ.EHhHEﬂ.I}ﬂWHhI
GEiTE BOTABN AHE KERTOW NoigHes

5.9 Onepauws LWWDPOEBKA (ENCIPHER)
Onepauna ENCIPHER wrppyeT faHHse, nepedadibe 6 NonNe JaHHLix kosmaHi: (os. Tabnuuy 13).

Mpumesas e — 3Ta ONePayqa MOKET HCNONEICEATREA ONA reHepaud Pasnn-Heis KNsaden

Tatnwue 15— MNapasmeTpsl 4 NONE O3HHBIX ANA onepausn ENCIFHER

1 aldu, s8de, wBE% (KPANTOrDEMAE ]

(B afls [NpoCcToE 3HAYEHHE )

KorManaHoe DTE‘-‘:.-'TIZTE].'E'T (OBHHBIS Y3 B KAPTE) AW GQaHHBE, NO4NEeXaLWe WAppoBKe
None QadHs=s

QITESTHOE JawnpoEaHHBIE J3HHLIE
Nane QaHHs X

510 Onepauwa PACLWWPPOBKA (DECIPHER)
Onepauya DECIPHER pacwidpoBRIBAET QaHHBIE, NepefaHHbe B None JaHHsLx KOMaddbl (CM. Tabnig-

Uy 14}

Tatnwuse 14 — MNapaseTpsl 4 NONE O3HHBIX anR onegausn DECIFHER
P a@ls (NPOCTOE 3HAMEHHE |
P2 afdu, wldn, «BE% (KpANTOrRAMMA)
HomaHaHoe OaHsbe, NOSNEXa WHE PACWHE poBLE

nane daqHssE

CITEETHOE U'-G:.n'T-E TAYET {PACWWP POIEAHHE R JAHHE e GCTRKTCA B KARTE| MNE 32WWEPOEAHERE JAHHEE
Nane JasH=E
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MeanosaHde A
(enpagoyvHoe]

MpHaMepbl oNePaLME, CEAIAHHLIX © UMPPOBOH NOANWE LK

A1 MocnegoBaTeNEHOGTE KOMaHg ONA YNPAENEHWA CPEqOA JAWNTEI

B ralnwsue A1 npegcTaBneHa NoCNefoBaTansHocTe KoMasd MANAGE SECURITY ENVIRONMENT gna komno-
HeHTOE SET DST.COT.CT Tekywes cpensl 33WeTe M anA STORE (XKFAHEHWE )} ¢ HOSHTHRHEATOROM 33 WHTHOR CPagk
BEID. yrkasaHHeIim 8 P2,

TabnuWyga Al — YCTAHOEKE KOMAOHESTOR CRE0bl 380 MTH

Komsnms Crepaurn Pi-pP2 Mans QEHEEE KOMAHGE
MSE SET D=Y 1w — aBE» jadds — L — Comnovussld knos }— fa®1e — L = 0)
MSE SETCCT #41% — aBds | {2838 — L — CornoqHeid enoy } — {0878 — L — JHauesne
M HM LA NHA3EL0 W]
MEE SETCT adls — oBEs {83 — L — CobinosHsI@ ks
MEE ETORE (SEID = 1) #«Fds — alln —

Onepauda SET OST ofpawaeTor K OTERE TOMY KNHY NPpd MCNGNEI0OBEHWE BRMHCNEHWA NOANACH W ONPEOENAET
HHTEMPHPOBEHME CAYHARROTD “MCNE BO BX0Q UNEpoEod nognucK. OnepaunA SET CCT odpawBeToR K 3BpsITOM Y KMTHMY i
HAMANEHOMY 3HAMSH@K NPM MCNONEI0REHWA BRMHECTEHEA KPANTOMPa@YSCHOl KOHTRONEHOA CyMME . Onepayun SET CT
oEpEWAETCR K CECCHE 3REPEITOND KNEHE NEH WCNONB30EHUH K0sR0 e HUWENEHOCTR.

A2 NocnenoBaTeNBHOCTE KOMAHA ANA BEIYMENEHHA I.'II-II*'FIZIBG.FI moamEcH

B radnuue A2 NOKA3EH CHHTAKCUS NA COA0EHHA LD POBODA NOONWEA NPW MCNONBI0BAHWA CXEMEl NOSGAWCHCNPWAO-
e H@am, BEoI0M ABNASTCA X0W-KOA ¢ 3ANONHA KU AMKE BaATaMKH. 3TOT NPpAMED ANNECTPURYST BERYMACNEHME UWEIpOBOR
noAnKCH ¢ o8BeAHHEHHbIM ANFCPATKMOM, BENDYEA CNSpaUH D E3WHPpOa3HAR. B QBHHOM CNy«as ¥3uW-2500 NOCTYNaeT Ha
HAPTY.

FTeGnuya A2 — MNepauA NPUMER CREME UWGDPOBOR NOANMOH C NPHTNOHEH WE K

Komanga Cnepsgus Pi-p2 Mane gaRkER KOKMAKOE Mt QAaHHEE araeTa
MEE RESTORE" #F3n — ale — —
BFE0D COMPUTE DIGITAL SIGHNATURE | «89Es — =x8Ax E3l-HO0 C 38 M0 HASHL MM A Uucppoean
GaaTamu NOANHIE

" BOCCTAHOBINEHHE.

I PHMEBYRHAS — 3ToT NEAMED ABNRETOA YUCTS WNNKCTRETHEHLIM, W 20 NPUMEHEHAS QTPEHAYMSHD G TORER
IPEHAA PEANWIEUNE BECNODTHEX BOIMOMNHOCTER, EOTOPRIS MOMYT NMPRMEHEATECA, @ N3 NEHSREAM obwel GeannacHacTH
B HEKOTOPEIX oBCTOATEN=CTEAE HenaTensHo Wafararte NOETOEE NOOMACEA ).

B refnuye A3 NOLA33H CHHTREGHE JNA CO30aH@®A UMERPOBESA NOLNACH C NPHADESHEEM. Beog URppoECA NOLNACKH
COCTORT M3 Xaw-<o00a Ges 3anonHr WK GaAToE.

Frefénuya A3 — BTopod NprMed cxeMbl UWPPOECA NOONUCH C NEMNCHEH MM

Komangas Cnepagwa P1-P2 Mane gankes KOMARGE Mo QaHHEE aTEETA
MEE RESTORE #F3s — a1 - —
P30 COMPUTE DIGITAL SIGMATURE | #9Es — «9Ax Hal-kog Bes a8nNonHaouy @ Uuppoean
fGadToe naanMes

I puMBYEHRE T— ,U,nﬂ Toro HTobs HIBexare OrpaH#YEHHEA H3 3ECNORT, MO¥H0 MCNONL3DBAT oHLSanHEH HE
NOONACH @ K2W-annipuTea,

M pruMEeEYMaAHME 22— B He KOTOReIE CRYHaSAX WalewaTs NOATOREHWE NOONWCER He YARETCA.
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B tafineue A4 NoKR3EHA CXeME NOGAWCH C NEUNoxesdes. BROS UW@POROA NOANMCH COOR@MHT Xaw-kog Gea
FENONHADLAE BAATOR, KOTOPRIA NEQEOAETCA B KERTY, W KAPTA JANPAWKWEAETCA ANA ToM, “Tolk CreHepApOBETE CNYHAaR-
HOB “UCNO, KEK YEA3AHO B PACWHWPEHHOM CRMCRS 3RronoakoE wabnods undposol noan«cd 05T B noNe QaHHE X KOMAHLRI
anA koMaHge MSE

Tatinwusa Ad— TpeTEl NpaMed CXeMbl LW POBGA NOANKMCH C NEANCHEH HEM

Mone gamnax
i § N f=F W-=] . ¥ ¥
Homanaa Onepaumn 1-P2 Tarne ganHEE SOManas B
MSE SET" wdlo — sBby fudDn — L — (w8 — L — a8l — L =0)} — —
— {aBds — L — CohinosHsiR KN
P50 COMPUTE DIGITAL | «BEs — «BCw (#9008 — L — Xaw-=on) Lugpoaan
SIGHATURE LTty PRI

e TAHOBWT b

B Talnuue 5 NOKa3aH CHHTAKCHC ANR UHMPpOBEDE NoONMGH © OrP3HAYSHHBIM BOCCTAHOBNEHHE M cocbuenun. Das-
HEE ONA N0ANHCH CKOHDHIYRAPOBAHE B COGTEETCTEWH GO CXEMOR NOANKCH, 33038HK LER OFPAEHRMERHOE BOCCTAHORNE HHE
CODBLULEH A, WLRZAEIVA OB BEETH QEaHHBIX, NEESCTABNEHHWIE B NOMNE ABHHE X KOMAHOE, B P23y NeTATE HErD CHSTHHE LH -
poE0OHE NOANMCH HCNONL3IYETCA KAK BHYTPEHHEE CODDLEHWE, NPegoCcTEENASMOS KARTOR.

Tatnwue AL — YaTeepTsin NPHMER CEaMel UADPOBOR NDANWCH G NP ANO3E HEeM

Wemazam na Onapauwn P1.P2 More DaHHEE KOMAH 1 Mone gaxnes oTRETY
MSE RESTORE aF3e — allZs — --
P50 COMPUTE DIGITAL SIGNATURE | «8Es — xACH {al0s — L — Xow-=son) UnppoEar nogntce

MpUumMes axne —3aNoN«esHe ONA BEYUCIEHNA X3W-KOS3, B TAkEE UADPOBOA NoOANACH OCYWecTRNASTCH B
conTESTCTENE ¢ MCO/MIK 97 06-2,

B rafinuwe A S NOKE3AHO, KAK KAPTA BaINGNHAST X3WHPOEAHME (WAH NOCABGHAA UHKN BRlMMCNESHAR C X310 MD0Ea Hi-
em). BEod uMEpoBol NOGNACK OCTESTLRA NYCTHM B onepaurs COMPUTE DIGITAL SIGHATURE, 7. k. BCa BXOHEE daH-

HE B MPHECYTCTEYOT B KApTE.

Tatinwue AG— MNATEA ApUMED CXEMBl LW POBETA NOANWCH ¢ NDHNGHEH HEM

Homan ga Onepaumna Pi-P2 Nore ganHzx a5 Mone gadnms oTBeTa
MSE RESTORE aF3e — allls — --
FEO HASH a8s — afls [QaHHsie ONA %3 WARDEEHHA --
PS5O COMPUTE DIGITAL SIGNATURE | «%Es — affs - UnchpoBaas nognmces

A3 MocnepoBATENEHOCTE KOMBHA ANA NPoOEEpEd UHHPOEOR NOONACK

8 rafnsue AT Nnokazaso, KK PACWWDEHHER CNACOK I8MONOEBEDE ONPELENAST CTRYETYRY cepTudreaTta, Tpelyo-
WErD QONONHHTENEHOMD ONHCEHKWA {CM. NpMAo=EHRe B 2600 UMDPOBOH NOGNMCH COCTOMT U3 3NEMEHTOR QaHHE X, (ne-
pauur VERIFY CERTIFICATE Bainon#ASTCA, WCNCNEIYA UENOHEY KOMEBHI.

Tabnwua A7 — MNepesi@d NpAMep NDOEERKA UARPOSOE NOONHEK
Komanaa Jnepagan Pi-P2 Mone gErHEY KoMEEGE
MSE SET DET adle — aB6s [{sdDs — L — (wdZ%» — L — «5F20s — L — «5F 480 — L))
— {683 — L — Counovsei Ko}
FEQ VERIFY CERTIFICATE #00% — «AE® [«5F4Es — L — Cogep=adHde cepTudgrearal
(CLA = «1Xe)
FEO VERIFY CERTIFICATE w0l — «AE® {«5F3T# — L — Uudpoean Nogn«ce cepTadiHEaTal
(CLA = aliXx)
P50 HAasH w80 — wBOx BEOD ¢ EolUWp0BaHWEM
P50 VERIFY DIGITAL SIGHNATURE | «00s — afBu [«89E# — L — Unchpoasa nognkce}
10
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Ha nepeam aTane npegocTaenAeTon oS LEkT OBHHEIX COQEDHESHRA CERTUPRKATA (CLENMEHHE SNEMEHTOR AEHHE K
WIEHTHEMES URCHHRA HOMED IMHETEHTE [TEr ad2s ), HMA DEpHATENA KEDTH (Ter e SF 202 ) MOTKDRITEIA KN4 Jep=aTENA Kap-
Thi [«5F40: ). KApTA BRNONHAST X500 HPOESHHE, MCNONEIYVA COABDHAHHE CERTREHKSTE 8 KAUSCTES XALLWPOBAH HEIX BXO0-
HiblE LAHHEE

Ha eTopam sTane yebpoBan ROGAMCE, NPHHAANE=ALAR CEpTHRWKATY, BOIBPAWABTCA B APSMHES COCTORHME, ¥
DEIYNETAT CREBHUBAETCA & X3 -E0,00M . BRYACNEHHBIM DaHSE. 3aTeM BNONHASTCA onepayua HASH. Dna npoeepam Wind-
DOECA NOANACH OTEP B TEIA KNK Y Qomses OeiTh Y8 W3BNeY“eH M Npo2epeH NRedsayile A komasaos VERIFY CERTIFICATE.
Baog #3UMPOEAHHEX JAHHBIX I3BMCHT OT BNMODMTME 23 Ap0SE4WE, NeB0 OT NPoCTOrD 3HAYEHHA, BOIMOKHO, NPeACTER-
NEHHOMD LEenoH4Ked KOMaEHD, MM 0T NpeaEapeTenssn 0BpaBOTAHHOID ¥5LL-KO0A, BCNH KARTA ERINDNEAST TONLKD NOCNED-
HUA LK BRMHCIEHAA C 23U WPOBRHHEM.

Ha nocnejHes aTanse BeNonHASTOR onepauns VERIFY DIGITAL SIGHNATURE.

B rafinnue A8 NokasEsa NPOER PKE CERTHRHKETE, HE TREBYHWErD JoNCNHUTENEHOND GNACAHAA (CM. NPANOHEH ne
Bl BE0Q YWpOROR NOANWCHW COCTOWT M3 0HBeKTOE danHe . Dnepauna VERIFY CERTIFICATE vcnonesveT yenouey
{O0MaEHO. HE NepEdM 3TaNs NEegeTABNAKTCA GBEeKTH JBHHSIX, WHTEMPEPOBAHHEIE B CEpTHRUEAT (HANDUMEeD, OBpELLEH We
& Oprasy No CepTHRHEEEUK, HMA I8 pEATENA KEDTH W OTEPEITEH A £N0Y QEpHATENA kKapTR ). KapTa MononsayeT aTe ofweau-
HEHAE B K34SCTEE ¥3WHPOBEHHLIY BE3OHEX AaHHE K. JaneHed e 3Tans WOEH THYHE TEM, HTO ONWCEHE B NPedb 0 yUien
pHMEpE.

TaEnuWya AR — Bropod npeMen NpoBEREY MEPOBOR NOONHACY

Komanga Cnepsyus F1-P2 Mona paRHwxN KDRE LB

MSE SETOET #d1s — «BE= [#B83s — L — CohincuHE A KNs9)

PED VERIFY CERTIFICATE | «00s — «BE« Jed2p — L — MOSHTHEMEALHOHHEIR HOMER
ICLA=aT1Xx) AMUTEHTE} — {0S5F200 — L — WMuaf gepeaTens

kapTe] — (s8F 4% — L — OTEpLITRGE KN0Y JepHETENR KEPTHE )

FE0 VERIFY CERTIFICATE | «00s — «AE« {«5F3T+ — L — Undposan nogn«ce cepThdiakaTal
(CLA= w0Xo)

FS0 HASH adn — wdln BEOD C 2slMpoBaHWEM

=1 VERIFY DIGITAL wlids — «xAs [#8E#» — L — Unchpossa nognnce}
SIGMATURE

B ratinsue A8 NoKasaHo MCNONEIDBEIHAS OTHDEITOID KNHI4AE, YOCTAHOBNEHAQTD B KApTE.

leBGnuya A8 — TpeTwd NpUMep NPOEE PR UARPOEOR NOONYoH

Eommmms D praunn 2-P2 Marre aAHHE K KOMAH R
MEE SET DOET adin — wBEx {a8%s — L — Conovs6IA KN4}
=1 Ha45SH a8l — Al BEon o 23w poRaEH e M
FE0 VERIFY DISITAL SIGNATURE | «00x — «A8x {eEr — L — Unppoeas noandce)
'I'I
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NMpunoxesne B
(cnpaEoYHoe)

Mpumepbl ceapTHPUKATOR, MHTEPNPETHPOBEAHHLIX KAPTOH

B.1 OfbeKTel QEHHLIX ONA CEPTHHHKATOE, BEpHEUMUMPYEMBIX KADTOA

B rafnuue B.1 Nnoka3eHe obbesTel JaHHBEI, HMESILUHAE OTHOWSH WS K Ca PTHEMMUEATAEM, BBPH RHUUARYEMEM €ADTOH.

Tatineue B.1— MexoTpecneswe oftesTsel QaHHERE (MPUMERE | ANR CEDTARHEATOR, BEPADMUHMPYEMBIX KEIPTOA

Tear JrEMERT JARHE K
uddn MOeHTHOMEEYHOHHBIR HOMEBD 3MATEHTE
uSF 20w Hisia Oep®aTens KapThl
wGF 57 CTaTHYECKAR BHYTREHHAR Yy TEHTHGMEAUWA [Noandce CERTWhUKATE, NPOUIBEILESHEN IMATEHTOM |
s GF 49 OTERE TRIA KNOY QSpHATENA KBP TR
GF4 0 CepTUthHEaT NONHOMOYHA BNELEN:US
SF4Ex Coaepwande cepTwdiMiara
eTF21 s CepTiduiaT ABDHATENA LAQ TS

AMATEST MOXET ONPEIEnATE SanbHedwe 0ObeHTEl QBHHEIE, TAKHE KEK CEPUMAHLIA HOMSR CEpTHMMWEaTA, HOMEP
ESPCHW, OBTA WCTEMEHHA CPOKE JEACTEHA @ T. 0.

CnegyeT paRINW4ETE JBE CTPYETYDE CEPTHEMKATOR, BEpMDAYUMPYSMEX KANTON:

- CERTHPHERT, B2 HGUPYEM A KADTOR W HE TRESYH WHWA AONONHUTENEHOMD ONWCEHAR, COCTOMT H3 08 L8aHHa HHA
BER-TLY oficekToR QBHHE X,

- CERTHPHERT, BEPUEMUUADYEMEIA KEPTOA W TREGYWMA SONONHATENEHDTD ONYCAHWA, COCTOMT @3 08 keaMHaHHA
SMEMEHTOE DaHHEIX.

B.2 CopTHMHaTLl, BEPHEHUWPYEMBIE HARTOA W HE TPEBYH ILHE AONCNHATENEHOMS ONHCAHKA

Ona nognMcaHkia cepTUdMEkaTa MOoKET HCNONs3I0BATECA CREMA UWBDOoBOA Nogn«cH ¢ Mne B2 aoccTaHoENEH®A
coofiuyeHnd. B TaBnuye B.2 NoKAa3aH NpUsMep cepTUdgHEaTa, BeprHUMPYEMOra K3RTOA W He TpeBymwenn AononNsEUTEN k-
HOMO OMN@ECAHAA, C0 CREMON YUPpoBod NoANAcK © B0CCTAHOBNEHHEM Coofuw aHua.

Tafnewuse B.2— CepTuHral OSpHaTena kapre, Bepn@UMBYEMEln LapTol U He TReOYDLWWA OoNoNHATENEHOTD
ONMCEHWA [MpAMEpE)

«TF21% Dnmna Jhauanne NOCNEQOBEETEREHOCTH OO BERTEE QAHHEE

{ad2s — L — MoeHTHhMKAURORHEA  HO-| {s5F37% — L — Uwipposaa nognkce}
Wep  aMmeTeHTal — {(#5F20s — L — HIMRA
OEpHaTENA KapTel) — {«8F49: — L —
OTHPETRIA KN DSp#ATENA KAPThI}

Ter Anuna JuaqeHne cepTudMEaTa, cocToAwero M3 | OOuesTsl JaHHEE QNA NOONACH

cepTuduEaTa | cepTe- | ofwesToBE OAHHHYX, WHTEIpMpoBaHHEX B| {sdZs — L — MOeHTHEMEELUOHHEIR  HOMED

{cocTaaneH- MMEaTa | yWEHpoBYsd NOSNHCE (WMESTCA TONBKD NPH | 3MMTEHTA}

HEild ) OTCYTCTEMM BOCCTAHOBNEHUA cooBueanui) | {s5F20s — L — MMA fepsaTensi kapTe )
{uGFdS9s — L — OTHpRITER £niY Qe pHaTend
HE3pThi}

Mpuwmesaunne 1— H,J,EHTHEFHHHE.LI.HGH:*:HE A8HHEIE OpTraHa NS CepTHPHAKEUMMA MOMYT CohiNATeCA HE CBOW OT-
KOBITE A KM

NMpumesasne 2— HaesTapRKaUMOHHAEE JAHHEE QBRHETENA APTEl MOMYT BeTe HCNONE30BAHL! ANA YNPEE-
NEesdA NPEBEMH QOCTYNE K aHHEM, XDEHAWAMCA B EEDTE.

MpuMesasde 33— OTHDRITEN KNOY BNANENELE KAPTH MOXET BRiTe HCNONS30BaH 8 NOCNEAYIOWER ONeRa UM
VERIFY DIGITAL SIGHNATURE.

12
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B.3 CepradiMEaTol, BEpHOHLUHPYSMEIE KAPTOR ¥ TpeBywMe AONONHUTENLHOID ONMCaHKHA

DfLEET JaHHBE PACLLHPEHHOND CNACKE 3BMONCEL0E MOMAT HAXOOMTECH 8 KARTE ANA Toro, 4Tofisl NpoBSpMTE 3TOT
TUNCERTARHKATE; C OEYIoH CTOROHE!, OH QONHeH SbiTh 33WHWWEH NPW NegeQaYe ro B LapTy. O wa kT JaHHEE pACLHpaHKO-
10 CHWCKS 32ronoekoE (Ter odDe, o MCOM 3K T84} oneceigaeT ol beQMse HUE SNSMEHTOE D3HHEIX N0 NBRAaM Terdnu-
A 8 TOM X2 NOPAAKS, YTO W B UM POBDA NOGAHCH (o, TESnuuy B.3).

FTeGnuya B.3— CepraduHar Qep#aTenn BRTsl, BepHgMUMpYeME A KBRTOA W TPRGVIOWHE OONONHATENEHOD ONdEca-

“MA [MPUMEDE ]

a7F21a Onana AnausHAE NOCHEQDE TENEHACTH DO LEETON QaAHHBIX
{40 — L — (42— | {#5F4Es — L — 1e5F37% — L — Undpposan
L — BF20— L — MaesTap@EEUMOHH A HOMER Noan@ceE]
aF4g — L)} SMHTEHTE —
- WME gepHarend Ka0Tel —
- DTEDHTEA &MNOY SEDEATENA
HApTR ]
Tar Onuesa FacwupesHsin cnn- | O0bEeKT QEHHBIE COQepEAHWA Cop- | 3NemedTsl ABHHEIE ONA Nog-
CEDTHRHKATE | CRpTH- COK ATONOBEOE | TADUEATE, WHTEMPHUPCBEHHEEA B | ndou:
(COCTREMREH- GMEATE | (NPMCYTCTEYET TONb- | NOANMCE [WMEETOA TONSKD Ap# OT- | - UOSHTWEHEAYUOHHEIA  HO-
Heli) H0, BCHM CTRYRTYRE | CYTCTEWH coolleHWR B0CCTaHOB- | MEp SMHTEHTE,
cepTUMKHEATA W3- | NeHM#, OH COQEepEMT SMNEMEHTE | - WMA QERHATENA KAPTH,
BECTHAE ABEHO) AEHHBEIX 8 COOTEETCTENW C PRCILW- | - OTHPBITEE KNOW QSp®aTena
PEHHEIM CNMCKGM 3AMNOEC0E) HERTHI
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Mpunoxesne C
[cnpaeovHoe)

Mpumepkl MMNOPTAIIKCNOPTa ACHMMETPHYHOTD KNYa

C1 Menone3oBadHWe koMan4e GET DATA (M3BNEYE JAHHBIE) anA sEcnopTa OTHPBITONS KAKYA

IMpegnonaraeTcd, 4To OB EaKTH OBHHE X, ONHCEIBEDLWHE OTEPRITEIA KNsDY PR ), HEXOORTCA B KARTES M 3BKOOWPOBE-
HH B hopse, nakdaiadHon 8 Tabnuge ©.1

Tabnwue C1— KooupoBaHde AnA 0ObSKTE JaHHEY OTKDRTOMD KNGYa (PH ) HAXOORWERTOCA B KEQRTE

w B | L| Napa T — L ANRA ¥K3 38HHA walinoHa ans NpoBepEu YWD poOBEOA NDGNACK

«B6s | L | 087

a3 | L | CobinosHsIR KNI HA OTERETEIA knos [FROCH.DE]

| w fiFd4 L Of ekt QRHHEIX OTEPRITOGND KRHYE
s@te | L | Mogyns
1 Fa L | OTepeITad 2HCNOHEHRTSE
aHE® L Uuppoean nognice (BCe DEATh WabNoHE NPpoEepHs UM POEGA NOLNAGH

npeguecTayiowerd Tera *HE» O IHEKOM)

Conosocwess koMasae MEE swbupaeTtca OTEPEIT=IA KNs2W PR, KOTOpRA QOnEes fieiTe BOCCTAHOBREH. Danse
komaHaa GET DATA |HEMETHRIA NS, F1-FPE = alFFF s} nonone3ayeTcA B 3 37anNa, 8 CODTEETCTEWM C© KOTOPRMKE NONA JAH-
HEd X, NOK3383HHBI2 B TEODMYyas C2—C.F, CCYWECTENASTOR B MHTERPEeRCcE CaDTR

lTatnwua C2—Mone gasHsx somMange SET DATA, atan 1 wa 3
wde | OB | PROWMpSHEEA CIWCOK 2ATON0EK0RE
WA | 09| Mapa T — L gna yeazadde wabnoda gna npoeepsd i poBci noandcu
«Bhx | 02 | NMapa T — L, koTopan yEE3eEAET 0B bekT Jadsws OST
ulde | il | Napa T — L, HOTOpPAA YHA IbIBAET CORINEY HA OTHDETEIA KNHY
«fFd8s [ 02| MNapa T — L, xoTopaf ykassigasT ofeesT JaHHE X OTEQETORD KNKYA
alile | 00 | Napa T — L. k0TOPaA YHAIHEIET MOLYNE

Tabnwusa C3—Mone gasHsx oTeaeTa GET DATA, aTan 1 wa 3

.1 ] L
«B6s | L | Ds7
«B3s | L | Ceounoqsei knod FECH.DS
| «FF4fn | L OITEp=ITIA KN HM
albla L | Moayne
Tabnwue Cd—Mone aasHsx sosMangel GET DATA. 21an & w3z 3
d[e | OF | PROWMpSHHEA CNACOK 3ATONOEKORE
aAds 07| Napa T — L gna yeEasaddA wabhmoHa gna npoeepsd LMD poBci Noand oK
«FFafa | 02 | Napa T — L, koTopan yEE3EE3AT 0ObEHT QaHHBIX OTHPLITONG € H4E
820 | (ki | MNepa T — L. k0TORaA YEAIHBAET MOLYNE

lTaGnwua C5—Mone gasHesx oTeata GET DATA, aTan 2 wa 3

psEn L
wfFdatin | L | OTepeimeil gnod
wBdu L | OTEREHTEA SHCNOHEHTA
14
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Taénuwyga C8 — MNone gaHswx koME=ae GET DATA, atan S ua 3
adDw | 04 FACWUADEHHEIA CNACOE 33roNoEKOE
v BB 02 | Napa T — L AnA yka3aHMA WabnoHe ANA NpoR&pd it p0B0d NOGNHCH
s9Ea [ 00 Mapa T — L, koTopas ykassigeeT obbesT QasHsE i poBoR nogn e
FTre@Gnuvyga C.F — None gaHswx oTeeta GET DATA, atan 3 wa 2
oAl
wSEn L Unwpposam noandce

C.2 MecnoneiosaHwe KoMmanas: PUT DATA (MOMECTHTE AAHHLIE) anA @MNopra SAKPLI TGO KN H4E

MepaoxayansHo comados MSE AoN=HE 0TNPAEMTE CORNKY HA COOTEETCTEYII LM A 33KPLITHIA KNH6 (T, &, CCsiN04ER A
M YHE M3BeCTeH kapTe oM. Tafnuyy C 8). Manee vononedyaT somaday FUT DATA (HeveTHsA INS, F1-F2= v 3FFFa)c
TONEel ABHHEX KOMBHAE, KK nokasaro B TaBnuye C.4.

Fadnuya C4— PacwHpesHsld CNHCOE JAr0N08KGE, ONHCLIBEN L WA OORSHT 38KPETOMD KNSGYE
wdDs | 0B | PacwhpesHsiA CNEcoE 32ronoELae
a Ao | L Mapa T — L aAnA yE33aHWA wWaBnoHa AnA Nposepkd Uhdpoaod nognnce
BB | L Mapa T — L anAa yeasasda D57
aBds | L | Mapa T — L ANA ¥E&3AHMA CCRINOHMHOTS KN0yYa w8 SK.CH DS
| afFdds | L Mapa T — L anA yea3adna ofeesTa QSHHLIX 3AKPEITOND KTHME
s81n | o0 | Mapa T — L, KkoTOPaR yEA36IS88ET Modyns
a%Ze | L Mapa T — L gna napasmeTpa o
«%3s | L Mapa T — L gna napasmeTpa g
afds | L Mapa T — L gna napasmeTpa 1/'g mod @
a%Gs | L Mapa T — L gna napasmeTpa o mod (g - 1)
afibn | L Mapa T — L gna napasmeTpa d mod (g -1)
s9En | L Mapa T — L gNA yea3841MA UAhDoS0@ NoOOn Mo
Fadnuya C.9— None gaHswx oMEsas PUT DATA
40 L | PacwupeH-m0d CNHCOR 3aranoBkoE
EEY- T | L Mepa T — L onA yEa3adia wabnoHa anA Ngosepid Usdpoaol nognucH
aBEa | L Mapa T — L gnA yeasasda D57
wlda | L | Mapa T — L ANA YKB38H WA CORINOH HOTD knsoya me SK.CH. DS
| «TF4Bn | L | Mepa T — L anA yea3adna ofeesTa QaHHBIX 3AKPEITOND KTHYE
a@Zs | L Mapa T — L gna napameTpa p
a@3s | L Mapa T — L gna napasmeTpa g
aBdu | L Mapa T — L gna napaseTtea 1/ mod g
a%5s | L Mapa T — L gnAa napaseTpa d mod (g - 1)
A%Es | L Mapa T — L gna napasmeTpa d mad (g -1)
s9Eu | L Mapa T — L onA yea3asuA s posod noonuos
«5Fdgs | L | ObeadHeHUE ANeMesToR O3 HHRN NEREMETDOE KNKWE 8 COOTEETCTEMA C DACLIMEEHHE! M COWCKOM 33T0-
NOBEOE. FNeMEHTEl O3HHEE, HOTOPEE CEA3EHEl C HENONHEHWEeM Teros «00s B pACWHpEHHOM CNMCEE 33-
roNOEKOE, CHMTRESOTOA, HO NP STOM WIHODWPYHITEA
«HEx L | Uupposan nognHce

rocTt
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MpunoxeHuea OA
{cnpaEoYHoe)

CrefeHHA O COOTEETCTEHMH COBINOUYHLIX MEXOYHADOOHBIX CTAHAARTOR CCLINOYHEIM
HAUWOHANEHEIM CTAHOAPTaM PoccHAcKon Pegepauyus

lTatnwuae DAN

CHoaHmssHne CoMnNaURnro
MEEQYHIDOOHUM CTAaHAapTa

Crenens
COLTBETETEMA

OBoamivaHns B HAMMERDEIHAS COOTBETE TEFOWETD HAUWMOHANEHOrD
CTaHOapTa

MC DU 3EH 7316-4:2005

10T

FOCT P MCO/M3E T316-4—2004 sMABODMALHOHHAEA TEXHOMOTHA.
HapTh MOSHTWEHEEUUOHHSIE. KADTe HE MHTErPANEHEX CXEMEX C HOH-
TakTaMM, HacTe 4. Me®OTpacnesse KOMAHAK ANA ofMeHa s

OTEETCTERSA CTAHOADTOR

n PUMEYEHWE — B HacToRAW el Tabinuue WCNONs3IcEAHD Cneqdyowes YyoNnoeHO OB 0IHEYEHME CTENESW CO-

= LT — WOeHTHYHEIE CTAHRAPTRI

&
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BuBnuorpadua
(1] WMCOIMSH P16 HapTe WOSHTARWKAUMOHHEIE — KEDTE HA MHTEMPENEHLIX CHSMAX & KOHTAKTAMHK
{BCE WACTH)
IZOMEC Fa16 (all parts) Identfication cards — Integrated circuit cards
(2] WMCOIMSH 9796 MHpCpMaUMoOHHAR TEXH0Norna — MeTodk 38WHTH — CieMe UM poRoR NOOAWCH G
[BCe HacTH} BOCCTEHDENEHW e COofLLEH WA
ISOMNEC 9786 (all parts) Infarmation technolagy — Securty technigues — Digital signature scheme Jgiving

Message recovery
[3] WCOM3K 9798-5:19007) MHBCPMEUMOHHBIE TEXHONOMHE — MaToab 3R WTE — AYTEHTHRHREILWA oObek-
ToB — YacTe 5. MeXaHWaMel & NQHMEHEHHEM METONOE C % HYNEEBIM SHAHHEM %

ISOJIEC 97 08-519940 Infarmation technology — Secunty techniques — Entity authenfication — Part &
fechenisms using zero knowledge technigues

[4) MCO/M3K 10536 HapTel MABHTHQHEELWOHHEE — KApTel HA MHTEFPAENSHLIX Cxemar GECKOHTaKT-
{BoE 4acTh) Hele — KApTh NOBEQXHOCTHOMD JeACTEKHA
ISOFIEC 10536 {all parts) Identification cards — Contactless infegrated circuils cards — Close coupled cards
18] MCO/MS3K 14445 HapTe WAESTAQWEEYMORHEE — KApTel H3 MHTEIPANsHLIX Cxemax BeCKOHTaKT-
|BCE HACTH) Hele — BapTe Gnuakoro gedcTans
ISONEC 14443 {all parta) Identfication cards — Contaciless integrated circuits cards — Proximity cards
B8] WMCO/M3K 15893 HapTel WOESTHQWEEYMOHHEE — KAPTel HA MHTEFpAEMNSHLIZ Cremax BeCKoHTaKT-
{Boe HacTh} Hele — KapThi YAaneHHOro GeAcTaqa
IBONEC 15693 {all parts) Identficatson cards — Contaclless Integrated circuits cards — Yicinily cards

" Otrenen. QedcTayer MCOMIK D703-5.2009.
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YK 336.77:002:006.354 OHC 3524015 346 KM 40 8470

Hnedeapie cnosa: oopadoTka DadHe, obued HHEOopMaUied, WIeHTHOUEILWOHHEE KapTel, & — kapTel,
COOSIWEHHA, CNOCobbl AAWMTEL, aYTEHTUEUEALWA

15
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Fenaktop H.H. KyieMusa
Texsvwacant pagakTop 8.H. Npycaroes
Koppektop .M. Npoxogesea
KomMnewTepsan eepctea A Kpyaoeod

Coana g nabop 1801.2003. MNoanscasos s nesste 1102203 Papmar BD = -ﬂd}g. MapruTypa Apean,
Fononew. n, 2,79, Yyenan, m, 1,95, Tapa= D6 sk, Aak. 135,

By aCTAHGAPTHHSGOP M=, 1230065 Mooksa, TpanarHea nep. d.
www gostinfo.ry info@gaslinfz.rue
Habpano so YN wCTAHOAPTHH®OPM e s NMIEM.
Ornevartano & funmane @Y aCTAHDAPTAHDOPMy — man. M ockopcki navathimes, 1050682 Mockea, Aanwk nep., 6
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