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NMpeancnosue

Llenn, oCHOBHEIE NMPUHLUNEI M OCHOBHOW MOPSAOK NpoBefdeHWUs paboT No MeXrocyaapCTBEHHOW CTaH-
Oaptusaumu yctaHoeneHsl B FTOCT 1.0—2015 «MexrocygapcrBeHHasa cuctema ctaHgaptusauuu. OCHOBHble
nonoxenus» u FOCT 1.2—2015 «MexrocynapctBeHHasa cucteMa ctaHgaptusauuu. CtaHgapTsl Mexrocygap-
CTBEHHbIE, NpaBMa U pekoMeHOaL MK No MeXrocyqapcTBeHHON cTaHaapTMaauunu. [Npaewnna paspabotku, npu-
HATUSA, 0OHOBNEHUSA N OTMEHbI»

CeeneHus o cTaHgapTe

1 PA3PABOTAH LleHTpom 3awuTbl nHpopmaumm 1 cneunansHor ceasm ®CB Poccum ¢ yyactuem
OTKpbITOro akunoHepHoro obwectea «MHpopMaLMOHHbIE TEXHOMOMMU M KOMMYHWKaLMOHHbBIE CUCTEMbI»
(OAO «MNHPpoTeKC»)

2 BHECEH TexHu4eckMm komuTeToM no cTaHgaptuzauum TK 26 «KpunTtorpaduyeckas sawmra nHdop-
Mavuu»

3 NMPUHAT MexrocynapcTBeHHbIM COBETOM MO METPONOriK, cTaHgapTu3aunm 1 ceptudukauumn (npo-
Tokon oT 29 Hosbpst 2018 . Ne 54)

3a NMPUHATKE NPOroriocoBanu:

KpaTkoe HammeHoBaHWe CTpaHbl Kog ctpaHbl no MK CokpalleHHOe HaMMeHOBaHWe HaLUMOHANbHOro opraHa
no MK (MCO 3166) 004—97 (MCO 3166) 004—97 no cTaHaapTu3auum
ApmeHns AM MwuHakoHoMukn Pecny6bnvku ApmeHns
Kupruausa KG KbipreiactaHgapt
Poccus RU PoccraHgapt
TapmxukmucTaH TJ TagxukcTangapt

4 Mpukasom PepepanbHOro areHTCTBa NO TEXHUYECKOMY PErynvpoBaHuio U meTponorin ot 4 gekabps
2018 r. Ne 1059-ct mexrocygapcTBeHHblid ctadHgapt MOCT 34.10—2018 BBegeH B 4eACTBUE B Ka4yecTBe Ha-
UnoHansHoro ctaHgapta Poccunckoin ®egepaunn ¢ 1 nwoHa 2019 T.

5 HactosAwwi cTaHgapT NOAroToBneH Ha ocHoee npumeHeHus NOCT P 34.10—2012

6 BBE[OEH BMEPBbIE

Mrhopmayus 06 uameHeHUsIX K HacmosLwemMy cmaHlapmy ny6rukyemcs 8 exe200HoM UHhopMayUOH-
HOM yKkasamerne «HauuoHanbHble crmaHOapmbl», a MeKcm U3MeHeHUl U ronpagok — 8 eXeMeCsYHOM UH-
chopMayuoHHOM ykazamene «HauuoHanbHbie cmaHdapmei». B ciiydae nepecMompa (3aMeHbl) U OmmMeHbl
Hacmosileao cmaHdapma coomsemcmeyioujee yeedomieHue Gydem onybruKko8aHO 8 exeMecsiyHOM UH-
chopmayuoHHOM ykaszamene «HayuoHanbHble cmaHOapmbly. Coomeemcmayrowas uHgopmayus, yeedom-
ReHUe U meKCcmbl pa3MeLyaiimcs makke 8 UH(hopMayUuoHHOU cucmeme obujezo nonb3oeaHus — Ha ogu-
yuanbHom catime ®edepanbHO20 a28HMCMBa M0 MEXHUYECKOMY pe2ynupogaHure U Memponozuu 8 cemu
HMrmepHem (www.gost.ru)

© CranpgapTtuHdopm, ocdbopmnenue, 2018

B Poccuinckon ®enepaumm HACTOALWLMA CTAHAAPT HE MOXET BbiTb NMOMHOCTLIO UMK
4yacTU4YHO BOCMPOU3BEaeH, TUPaXKUPOBaH U pacnpocTpaHeH B KadecTBe ouUMansHOro
n3naHus 6es3 paspelleHua GenepansHOro areHTCTBa NO TEXHUYECKOMY PerynupoBaHui
U MEeTponorum
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BeBeneHue

HacTtoawmin ctTaHgapT cogepXuT onvcaHue npoueccoB hopMUPOBaHNS U NPOBEPKU INEKTPOHHOW und-
poBoi nognucu (3UIM), peanuayemoid ¢ MCNONbL30BaHMEM OMepauni B rpynne ToMeK SMNUNTUYECKON KpUBOW,
onpegeneHHOn Hag KOHeYHbIM NPOCTLIM Mornem.

HeobxogumocTb pa3paboTkm HacTosLero cTtaHaapTa Bbi3aBaHa NnoTpebHOCThIO B peanu3aumnmn anekTpoH-
HOM UMdpPOBOWM MNOAMMCK Pa3HOW CTENeHW CTOMKOCTWU B CBHA3W C MOBbLILIEHWEM YPOBHSA Pa3BUTUA BbIYMCIU-
TenbHON TexHUKN. CTOMKOCTb 3NEeKTPOHHON LMGPOBOWA MOAMUCA OCHOBbLIBAETCH HA CMOXHOCTU BbIYMCMEHMWS
OUCKpeTHOro norapudmMa B rpyrnne TodeK annunTUYecKord KpMBOW, a Takke Ha CTOMKOCTU UCNOMb3yEMON X3LU-
dyHKuun no MOCT 34.11.

HacTosiwymin ctangapT paspaboTaH ¢ y4eToM TEPMMHOMOTAM U KOHLENLMIA MeXaOyHapooHoro ctaHgapTa
NCO 2382 [1], a Tarke MexayHapoaHbIX cTaHgapToB cepuin MCO/MBK 9796 [2], [3], NCO/M3K 14888 [4]—[6]
n MCO/M3IK 10118 [7]—[10].
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Monpaeka k NOCT 34.10—2018 UHdopmaymnoHHan TexHonorua. Kpuntorpadmuyeckas sawmra MHcop-
Mauuu. Mpouecchl hopMUPOBAHUA U NPOBEPKMA INEKTPOHHOW LM poBOM NOANUCH

B kakom mecTe HanevataHo [HomkHo BbITb

Mpeaucnoewue. Tabnuua corna- — TypKkMeHUst ™

COBaHWA

maeroccnyxba
« TypKMeHcTaHaapTnape!»

(MYC Ne 1 2021r)
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M E X T O CY O APTC CTUBEHH B 1 C T A HAOAUPT

WHdopmaumnoHHan TeXHONOrus
KPUNTOrPAPUHECKAA SALUNTA MHPOPMALIMKN
Mpouecckl (hopMUPOBaHMA U NPOBEPKMN 3MeKTPOHHOMU LU poBO nognucu

Information technology. Cryptographic data security.
Signature and verification processes of electronic digital signature

Data BBegeHna — 2019—06—01

1 O6bnacTb NnpuMeHeHus

HacTosawumi ctaHgapT onpefenser CXemy arnekTpoHHon uudposon nognucu (3UIM) (nanee — uudpo-
Bas MOAMMUCH), NpoLecchl (hopMUPOBaHMA M NPOBEPKM LUMPOBOA NMoanucK nog 3afaHHbIM coobLeHnem
(QOKyMeHTOM), nepegaBaeMbiM MO He3alULLeHHbIM TeNeKOMMYHUKaLMOHHBIM KaHanam ofuiero nonb3osa-
HUA B cucTeMax 06paboTKn MHopMaL MM pasnNUYHOro HasHadYeHus.

BHenopeHue ungpoBoi NOANMCK HA OCHOBE HACTOALLErO CTaHAApTa NOBLILAET N0 CPABHEHUIO C paHee
OEeACTBOBABLUEN CXeMOW UM POBOA NOANUCK YPOBEHL 3ALUULLIEHHOCTH NepefaBaembix coobLUeHU OT noa-
OEnoK U UCKaXKEeHWA.

HacToawmin ctaHgapT pekoMeHayeTca NPUMEHSTL NpU Co3gaHuK, 3KCnnyatauuu U ModepHu3auum cu-
cTemM 0bpaboTku MHDOPMAaLMK Pa3NMYHOro Ha3HadYeHus.

2 HopmaTtuBHbIE CChINKK

B HacTofleM cTaHgapTe MCNoMb3oBaHa HOPMAaTUBHAs CCbIfKa Ha Cneaylowuin MeXrocylapCTBEHHbINA
cTaHjapT:

FOCT 34.11—2018 UHdopmaunoHHas TexHonorus. Kpuntorpadudeckas 3awmura uHgpopmauum. QyHk-
LS X3LLMPOBaHNUA

n pumevyaHune — an Nnonb3oBaHUKM HacToAWKMM CTaHOapTOM LI,E.‘J'IeCOO6p33HO NnpoBepUTb OEWCTBUE CCbINoY-
HOro ctaHgapTa B HHCprMaLlMDHHOﬁ cucteme oOLEro Nonb3oBaHna — Ha OCbVILI.VIaJ'IbHOM canTe (De,u,epaanoro areHT-
CTBa No TEXHU4YECKOMY perynmpoBaHWo M MeTponorum B cetu MHTepHET nnu no exerogHoMy MHCbOpMaLI,I/IOHHOMy yKa3a-
Tenw «HauyuoHaneHble CTaHOapTbl», KDTOprﬁ OI'IyﬁJ'II/‘IKOBaH no COCTOSAHKUIO Ha 1 AHBApPA TeKyllero roga, v no BbiNyCKam
exemMmecAa4yHoro MHCbOpMaLI,I/IOHHOFO YKa3arena «HaLl,I/IOHaJ'IbeIe CTaHaapTbl» 3a TeKyU.I,I/II?l rog. Ecnu ccbinovHbIn CTaHOapT
3aMeHeH (L’ISMEHEH), TO NPpKU NONb30BaHMWM HACTOALWKMM CTaHOAapTOM cCnefyeT PYKOBOACTBOBATLCA 3aMeHALWNUM (I/ISME.‘HeH-
HbIM) CTaHOapToM. Ecnu ccbinodHbin CTaHO4apT OTMeHeH 6e3 3amMeHbl, TO NOMNOXKEHWE, B KOTOpPOM OaHa CCbifika Ha Hero,
NnpUMeHAEeTCA B HacTu, He 3anarV|Ba|0u.leﬁ1 3TY CCbINKY.

3 TepMmuHbI, onpegeneHns U o603Ha4YeHUA

3.1 TepmuHbl M ONpegeneHnn

B HacTosllem cTaHgapTe NPUMEHEHbI CrnegyolwmMe TepMUHbL C COOTBETCTBYOLLMMK ONpeaeneHUsiMn:
3.1.1 pononHeHue (appendix). Ctpoka 6WT, hopMupyeman u3 UMpoBOA NOAMNUCH U NPOU3BONBHOMO
TEKCTOBOrO Mnons.

MpumevyaHune — ApantuposaHo n3 MCO/M3K 14888-1 [4].

W3paHue opuumansbHoe
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3.1.2 knwo4 nognucu (signature key): AneMeHT CeKpeTHbIX AaHHbLIX, cneunguyHeIin ana cybbekTa u nc-
nornb3yembi TONbKO AaHHbIM CyObeKToM B npouecce OPMUPOBAHUSA LMPOBOA NOANKUCH.

MpumevaHue — ApantuposaHo uz MCO/M3K 14888-1 [4].

3.1.3 knwo4 npoBepkun nognucwu (verification key): DnemeHT gaHHbLIX, MaTeMaTU4YeCKN CBA3aAHHBIA C
KIHOYOM MOAMUCK M UCTOMb3yeMblid MpoBepAoLLEen CTOPOHOW B NpoLecce NpoBepkn UM poBor Noanucy.

MpumevaHme — Apantnposaro ua MCO/M3K 14888-1 [4].

3.1.4 napameTp cxembl UM (domain parameter): OneMeHT gaHHbIX, 00LWKMA 4115 BCeX CyObEKTOB CXe-
Mbl LU pOBOA NOAMNMCH, U3BECTHbLIA UMK AOCTYMNHLIA BCEM 3TMM cyBbekTam.

MpumevaHue — Apantnposaro usz MCO/M3K 14888-1 [4].

3.1.5 nognucaHHoe coobueHue (signed message): Habop aneMeHTOB AaHHBIX, COCTOALWA U3 CO-
06L1IeHNA U AONONHEeHWs, ABNALLEroca YacTbio coobuieHms.
MpumedaHne — ApantuposaHo n3a MCO/M3K 14888-1 [4].

3.1.6 nocnepoBaTenbHOCTL NceBAOCNy4YaMHbIX vncen (pseudo-random number sequence): lMo-
cnefoBaTenbHOCTb YWCEr, MoNyYeHHas B pesyneTaTe BbiMONHEHUS HEKOTOPOro apudMeTuieckora (BelYMcnu-
TenbHOro) npolecca, UCNonb3yemMas B KOHKPETHOM ClNy4ae BMecTO NocrneqoBaTenbHOCTU ClyYanHbIX YMCcern.

MpumevaHne — ApantuposaHo u3 MCO 2382 [1].

3.1.7 nocnegoBaTenLHOCTbL Cny4YalHbIX 4ucen (random number sequence): [ocnegoBaTensHOCTL
yucen, Kaxaoe U3 KOTOPbIX He MOXeT BbiTb NpeacKasaHo (BblYMCMEHO) TONBKO HA OCHOBE 3HaHWA npefLle-
CTBYIOLLMX €MY Yucen faHHOW NocnenoBaTenbHOCTU.

MpumevaHue — ApantnposaHo us NCO 2382 [1].

3.1.8 npouecc npoBepku nognucu (verification process): Npouecc, B kKa4eCTBe WUCXOAHbLIX OaHHbIX
KOTOpPOro UCMOMb3YHTCA NognucaHHoe cooblieHre, KN4 NpOBEPKU MOANMCKU U napamMeTpbl cxembl 3LUM, pe-
3ynbLTaToOM KOTOPOrO SIBMAETCA 3aKMYeHne 0 NPaBunbHOCTM MKW OLWMBOYHOCTU LudPOBOW NOANMNCH.

MpumevaHue — Apantuposaro usz MCO/M3K 14888-1 [4].

3.1.9 npouecc chopmupoBaHuA noganuck (signature process): MNpouecc, B ka4eCcTBe WCXOOHbIX AaH-
HbIX KOTOPOIo MCNonb3ykTes cooblieHre, KoY Nognucu u napameTpel cxembl 3L, a B pesynstate dopmu-
pyeTcsa LuudpoBas noanuce.

MpumevyaHune — AgantuposaHo uz MCO/M3K 14888-1 [4].

3.1.10 cBuageTenbcTBO (Witness): ONeMeHT OaHHbIX, NPeACcTaBMAKLIMA COOTBETCTBYILLEE AOKa3a-
TenbCTBO AOCTOBEPHOCTM (HE4OCTOBEPHOCTM) NOAMMUCH NPOBEPSIIOLLEN CTOPOHE.

3.1.11 cnyy4aiHoe yucno (random number): Yucno, BeibpaHHOe M3 onpeaeneHHoro Habopa Yucen Ta-
KM 0bpasom, YTo Kaxgoe Yncno u3 gaHHoro Habopa MoXeT bbiTb BeIBpaHo ¢ 0OQMHAKOBOW BEPOSTHOCTBHK).

MpumevaHue — ApantnposaHo us CO 2382 [1].

3.1.12 coobweHune (message): CTpoka BUT NPON3BONbLHON KOHEYHOW OJTMHbI.
MpumevaHume — ApantnposaHo us MCO/M3K 14888-1 [4].

3.1.13 xaw-koAa (hash-code): CTpoka 6uT, ABNAKOLWAACA BbIXOAHBIM Pe3ynbTaTtoM Xal-gyHKLMK.
MpumevyaHme — ApantuposaHo uz ICO/M3K 10118-1 [7].

3.1.14 xaw-dyHkuus (collision-resistant hash-function): ®yHkuua, oTobpaxkatoLas cTpoku BUT B CTPOKM
BUT OUKCMPOBAHHOM ONWHBI U YAOBNETBOPSAOLLAA CNeayoLl M CBOMCTBaM:

1) N0 AaHHOMY 3HAYEHMWIO PYHKLMM CIMOXHO BbIMWCIUTL MCXOOHbIE AaHHble, oToDpaXkaemble B 3TO 3Ha-
YyeHue;

2) onsa 3agaHHbIX UCXOOHbIX AaHHbIX CMOXHO BbIYMCIWTL APYrne UCXoOHbIe AaHHble, OToDpaxaemMble B
TO e 3HadYeHue PyHKUuuU;

3) CnoXHO BBIYMCNUTL KaKy-nnbo napy MCXOOHbIX AaHHLIX, OTODpaXaeMelX B OOHO W TO Xe 3Ha4YeHue.

MpumMevyaHusn

1 ApantuposaHo us MCO/M3K 10118-1 [7].

2 [NpumeHnTeneHo K 06nactM anekTpoHHOW UMGPOBOW MOANUCK CBOWCTBO MO nepeducneHuo 1) nogpasy-
MeBaeT, YTO N0 M3BECTHOW 3MeKTPOHHOR LU POBOA NOANUCU HEBO3MOXHO BOCCTAHOBUTL MCXOAHOE coobleHune;
CBOWCTBO MO NepeyvucneHnio 2) nogpasyMeBaeT, 4To AnA 3a4aHHoro nognucaHHoro cooblweHnsa TpyaHo nogobpaTte
apyroe (hanbcudpuunpoBaHHoe) cooblieHne, UMeLLee Ty Xe 3MeKTPOHHY UUPOBYH MOAMUCH; CBOWCTBO MO
nepeuyucrieHnio 3) noapa3ymeBaeT, YTO TpygHo nogobpatsh Kaky-nubo napy coobLUeHWid, UMEIOLLUX OOHY U TY XKe
nognuce.

2
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3 B HacToslLeM cTaHaapTe B LEMNsSX COXPaHEeHUs! TEPMWHONOIMYECKOW MPEEMCTBEHHOCTH C HOPMAaTUBHBIMU J0-
KYMEHTaMU, OEMCTRYIOLMMI HA TEPPUTOPWUU FOCYAAPCTBA, MPUHSABLIEr0 HACTOALWMIA CTAHOAPT, U onyBnMKoBaHHbLIMU
paHee Ha PYCCKOM A3bIKE Hay4HO-TEXHWYECKMMU U3AaHUSIMM YCTAHOBMEHO, YTO TEPMUHBI «X3LU-(DYHKLUMS», KKPUMTO-
rpachmueckasn xaw-hyHKUUA», «PyHKUUSA X3WUPOBaHUS» 1 «KpunTorpadmdeckas (hyHKUNS X3LUMPOBaHUSAY ABMNAOTCS
CMHOHUMaMMK.

3.1.15 [anekTpoHHasa uncdposan)] nognuck (signature); 3LM: Ctpoka 6uT, Nnony4yeHHas B pesynerate
npouecca hopMUPOBaHUA NOAMNMCH.

MpumevaHus

1 AgantuposaHo u3s MCO/MOK 14888-1 [4].

2 Ctpoka 6uT, sRnAWasncs Nognucki, MOXKET UMETL BHYTPEHHIOW CTPYKTYPY, 3aBUCALLYIO OT KOHKPETHOrO Mexa-
HM3Ma hOpPMUPOBaHUA NOANUCH.

3 B HacTosiwem cTaHgapTe B LEnsAx COXpaHeHUs TEPMWHOMOIMMYECcKOW NPeeMCTBEHHOCTU C HOPMaTUBHBLIMKA OOKY-
MEeHTaMW, OEACTBYIOLMMKW Ha TEPPUTOPUK FOCYOapCTBa, NPUHABLLErO HACTOALLMIA CTaHAAPT, U oNyONMKOBaHHBIMU paHee
Ha pYCCKOM SA3bIKE HAYYHO-TEXHUYECKMMU W3OaHUAMW YCTAHOBMNEHO, YTO TEPMUHLI «3MNEKTPOHHAA Noanucky, «Lndporas
noanMch» U «3NEeKTPOHHAaA L poBasd Noanuck» ABNATCA CUHOHUMAaMM.

3.2 Obo3HayeHunnA

B HacTodwem CTaHOapTe NpUMeHeHbl cnegyruine obo3HayeHus:
V! — MHOXeCTBO BCeX JBOUYHbLIX BEKTOPOB OnnHon ! bur;

V* — MHOXecTBO Bcex ABOWYHBLIX BEKTOPOB I'IpOVI3BOJ'IbHOI;I KOHEYHOW ONWHbI;

Z — MHOXEeCTBO BCeXx LenblX Yucen;
p — npocToe 4ucno, p > 3;
Fp — KOHEeYHoe NpocToe none, NpeacTaBnaeMoe Kak MHOXEeCTBO U3 p uensix uicen {0, 1, ..., p— 1};

b{mod p) — MUHMManNbLHOE HEOTpPULATENBHOE YACTO, CpaBHUMOE ¢ b MO MOQYNo p;
M — coobuieHune nons3osatens, M e V*;

(h1 th) — KOHKaTeHauusa (o0bbeguHeHne) ABYX 4BOWYHbLIX BEKTOPOB;
a, b — koahdNUMEeHTb! 3NNMUNTUYECKON KPUBOH;
m — NOPSAOK rpynnbl TOYEK 3NMUMTUYECKON KPUBONR;

g — NopaAgoK noarpynnbl rpynnbl TOYEK ANAUNTUYECKON KPUBOW;
O — HyneBas TO4YKa ANNMUNTUYECKON KPUBOR;

P — Touyka annunTu4eckKon KpUBOKW Nopsifka q;

d — uenoe 4Ynucno — K4 NoAnucK;

Q — TOYKa ANMMNTUYECKON KPUBOW — KIHOY MPOBEPKM MOAMUCH;
£ — uudppoan nognuck nog cooblieHnem M.

4 O6wme nonoxeHunA

Ob6LwenpuraHaHHasa cxema (Mogens) undpoBoi nognvcu [4] oxBaTeiBaeT creayloLme npouecchl:

- reHepauwms Krnwo4vei (nognucK U NPoBepKX noanucuy;

- cdbopMHUpoBaHUE NOANUCH;

- MpoBepKa NoanmcK.

B HacTosileM cTaHaapTe NPOLECC reHepauvm KYeiln (Nogn1ucn v NpoBEpKW NOANWCK) HE PACCMOTPEH.
XapakTepucTukn 1 cnocobbl peanvsaumm 4aHHOro Npouecca onpeaenstoTcs BOBNEYEHHBIMUA B HEro cybbek-
TamW, KOTOpPblE YCTaHABMNUBAKOT COOTBETCTBYIOLIME NapaMeTphbl MO B3aUMHOMY COFNacoBaHUIO.

MexaHu3mM UucpoBO NOANMCU OnNpeaenseTcs NocpeacTBOM peanuaauun AByX OCHOBHLIX MPOLECCOB
(cm. pazgen 6):

- bopmupoBaHue noanvcu (cm. 6.2);

- npoeepka nognucu (cMm. 6.3).

Lindposas nognvck npegHasHayveHa onsa ayTeHTUdukaumMn nuua, nognvMcasBllero 3NeKTpoHHoe coob-
weHwue. Kpome Toro, ucnonszoBaHue 3LIMN npegocTaBnsieT BOIMOXHOCTL 06ecneunTs cneayrollme CBOACTBA
npu nepefaye B CUCTEME NOANMCAHHOIO COOBLUEHUS:

- OCYLLECTBNEHWE KOHTPOMS LENOCTHOCTW NepefaBaeMoro noanucaHHoro coobLueHus;

- JoKasaTenbHoe NoATBEPXAEHWEe aBToOpCcTBa Nvua, noanvcasLlero cooblueHme;

- 3aWmTa coobLIEHUS OT BO3MOXHOWN NOAAENKH.

CxemaTnyeckoe npeacTaBneHne NoanMcaHHoro coobLleHns nokas3aHo Ha pucyHke 1.
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LAononHenve
r A, s

|
CoobiweHue M Liucbpoeas nognues & Texker |
|

PucyHok 1 — CxemMa noganmcaHHoro coobuieHus

Mone «TekcT», NOKAazaHHOe Ha JaHHOM PUCYHKe W JononHsawllee none «Liudporaa nognucky», MOXET,
Hanpumep, coaepXaTb MAeHTUdUKaATOpbl CybbeKTa, NoANUCABLLErD cOOBLLEHME, /MU METKY BPEMEHMN.

YcTaHOBMEHHas B HACTOSILLEM CTaHZapTe cxemMa LMdpoBOi NOgNUCK AoMKHA ObiTb peanuaoBaHa ¢ uc-
Nnonb30BaHWeM onepauui rpynnbl TOYEK SNNUNTUYECKON KpUBON, onpeaeneHHon Haf KOHeYHbIM NPOCTbIM No-
nem, a Takke X3aL-yHKLUN.

Kpuntorpadguyeckas CTOMKOCTb 4AHHOW CXeMbl LLMPOBOM NOAMUCA OCHOBBLIBAETCS Ha CIOXHOCTU pe-
LUEeHWS 3a0a4M OUCKPETHOIO NorapuddMUpPOBaHUA B rpynne TOYeK 3NNUNTUYECKON KPUBOW, 8 TaKKe Ha CTOMKO-
CTW UCMNONb3YEMOW X3LU-(PYHKUNA. ANTOPUTMBI BLIMUCIIEHWS X3LW-dyHKUMKM ycTaHoBneHsl B TOCT 34.11.

MapameTpbl cxembl LMdPOBOM nognucu, Heobxodumele ons ee hOPMUPOBAHMA U MPOBEPKM, Onpeae-
neHsbl B 5.3. B HacTosilem cTaHOapTe npegycMOTpeHa BO3MOXHOCTbL BbiDopa OOQHOMO M3 ABYyX BapuaHTOB
TpeboBaHui kK NapameTpam.

HacToswmi ctangapT He onpefensieT npoLecc reHepauun nNapaMmeTpoB CXemMbl LUGPOBONA NOAMNKUCU.
KoHkpeTHbI anropuTM (cnocob) peanu3auunu gaHHOro npolecca onpegensiercs cybbektamm cxemsl LUdpo-
BOWM nognucu, ucxoas u3 tTpeboBaHWiA K annaparHo-nNporpamMmMHeIM CPeACTBAM, Peanuayol M 3MeKTPOHHbIN
OOKYMeHToobOopOoT.

Lincbposas nognuck, npeacTaBneHHas B BUae ABOMYHOMo BekTopa AnNUHON 512 unun 1024 6uTta, AonmKHa
BbIYMCIIATHCA C NMOMOLLbIO ONpedeneHHoro Habopa npaeun, U3NMOXeHHbIX B 6.2.

Habop npaBun, no3BonsoOLWMX MPpUHATE NMMBO OTBEPrHyTh LUQPOBYK NOANUCH Mo, NOMyYeHHbIM CO-
obLueHnem, yCcTaHOBIEH B 6.3.

5 MaTtemaTun4yeckme o0bLEKThI

5.1 O6wme NonoxeHUA MaTemMaTU4eCKMX o6 LeKToB

,D,J'IFI onpegeneHna cxemMbl LI,MC*)DOBOVI noanncu HED6XD,EWIMO onucatb Da3oBble MaTeMaTUYECKUE OS'I:EKTI::I,
ncnonb3yemble B npoueccax ee dDOpMMpOBEIHMFl W NMPOBEPKK. B HacToswem pasgene yctaHoOBIeHbl OCHOBHbIE
MaremaTtndeckme onpegeneHnua n TDE6OBaHMH, npeabAaenaeMble K napaMmeTpamMm CXeMbl LI,MCbDOBOPI noanuncu.

5.2 MaTtematudeckune onpegeneHus

3ANnUNTUYECKON KpUMBOW E, onpeneneHHOn Hagd KOHeYHbLIM MPOCTHIM MOoMem Fp (roe p > 3 — npocTtoe
4YKUCno), Ha3blBAaeTCA MHOXECTBO nap yvcen (X, y), X, y € Fp, YOOBMNETBOPAKOLLWX TOXAECTBY

y2 = x3 + ax + b (mod p), (1)

raea, be F_n 4a3 + 27b2% ve CpaBHUMO C HyNneM no Moayno p.
WHBapmaHTOM aNNMNTMYECKOM KPUBOK HasblBaeTcsa Benu4ymHa J(E), yaoBneTBOpsAOWasn ToOX4ecTBY

a3
— = (modp). )

J(EY=1728
(E) 433 +27b

KosdhdpuumeHTsl a, b annunTuyeckon KpuBon £ no uagecTtHoMy MHBapuaHTy J(E) onpegensawTcs cneny-
oL MM 0BpasomM:
LU' ‘ a=3k(mod p),

b = 2k(mod p), ®)

roe k E—J(E) (modp), J(E)#0 nnmn 1728.
1728-J(E)
Maphbl (X, ¥), ygoBneTBOpsaWwMe ToxgecTBy (1), HA3bIBaAKOTCA «TOYKAMW INNUNTUYECKON KpUBOW Ex;
X W y — COOTBETCTBEHHO X- W y-«KOOPAMHATaMK TOUKU».
To4ka annMnTMYeckon kpuBon obosHavaetca Q(x, y) nnun npocto Q. [1Be TOYKM 3NNUNTUHECKOW KPUBOWN
paBHbI, ECINN PaBHbl UX COOTBETCTBYHOLLME X- U y-KOOPAWHATDI.

4

GostExpert.ru
https://GostExpert.ru/gost/gost-34.10-2018



https://gostexpert.ru?utm_source=pdf&utm_medium=52075
https://gostexpert.ru/gost/gost-34.10-2018?utm_source=pdf&utm_medium=52075&utm_term=page

rOCT 34.10—2018

Ha MHoxecTBe Bcex TOMEK 3NNUNTUYECKOW KPMBOW E BBedeM onepauuid CrOoXeHWs, KOTopyw Byoem
o0603HauaTk 3HaKOM «+». [INa ABYX Npon3BOnbHbLIX Todek Q4(xq, Y1) 1 Qy(Xp, yo) BNNUNTUYECKON KpuBON E
pPaccMOTPUM HECKOMNBKO CIy4aeB.

Ana Touek Q; n Q,, KOOPAUHATLI KOTOPLIX YAOBNETBOPSAIOT YCMOBUID X4 # X5, UX CYMMOW HasbiBaeTcs
Touka Q3(X3, ¥3), KOOPAUHATLI KOTOPOK ONPEAENsIIOTCH CPAaBHEHUAMM

X3 =A2 —x; — X, (modp), ”
4
V3 =h(X; - X3) -y, (modp),
roe ksu(modp).
e’
Ecni BbINOMHEHLI PaBeHCTBa X, = X, U ¥, =y, # 0, TO KOOPAMHATLI To4kM Q4 OnpesenslTcs creayto-
KM 0BpasomMm:
X3=2% -2x,(modp), 53
y3E?L(X1 —x3)—y1(modp),

3x?+a

2y,
Ecnu BbINOMHEHbI YCNOBUSA Xy = X; U ¥ =—Y5 (modp), To cymma Touek Q4 1 Q, HasbIBaeTCA HyNeBow

Toukon O Ges onpepeneHud ee X- U y-KoopanHar. B atom cnydae To4Ka Q2 Ha3blBaeTCA OTPULAHWEM TOYKA Q»].
,EI,J'IFI HyneBOI?I TOYkKM O BbINOSTHEHbI paBeHCTBa

Q+0=0+Q=Q, (6)

roe Q — NpoM3BONbHAasA TOYKA SNNUATUYECKON KPpUBOWK E.

OTHOCUTENLHO BBEAEHHON ONEpPaLIUK CITOXKEHNA MHOXECTBO BCEX TOYEK 3MNMUNTUYECKON KpUBOW E BMe-
CTE C HyNeBOW TOHKON 06pa3yloT KOHeYHY0 abeneBy (KOMMYTaTUBHYI) Fpynny Nopsiaka m, Ans KoTOporo Bbi-
NONMHEHO HEPaABEHCTBO

rme A= (modp).

p+1-2 p£m£p+1+2\/5. (7)

Touka Q Ha3biBaeTCH «TOYKOW KPATHOCTU K» MMM NPOCTO «KPaTHOWM TOYKON 3NNMUNTUHECKOW KPUBOM E»,
€Cnu Ans HeKOTOPOW TOYKW P BbINOMHEHO PaBEHCTBO

Q=P+..+P=kP. (8)
k

5.3 NapameTpbl UM poBON NOANUCHU

MapameTpamu cxeMbl LMHPOBON NOANKUCK ABMAKOTCA:

- NPOCTOE YUCIO p — MOAYNb ANIIUNTUYECKON KPUBON;

- annunTuyeckasi kpueasi E, 3apaBaemasi CBOMM MHBapuaHToM J(E) unu koadduumeHTamum a, b € Fp;

- Lenoe Yncro m — NopsifoK rpynnbl TOYeK 3MnUnTUYeCKOn KpnBon E;

- MPOCTOE YMCNO g — NOPSAOK LIMKNUYECKOW Noarpynnbl rpynnbl TOYEK SNNUNTUYECKOW KpUBOW E, ons
KOTOPOTO BhLINOMHEHbI CreayLLMe YCroBUs:

m=nq,neZ nz1,
(9)

2254 & ¢ < 9256 iy 2508 ¢ g < 2512,

- Touka P# O annwntmqecxoﬁ KpuBOW E ¢ KoopauHataMmu (xp, yp), ynooBneTeopsiowas paseHctey gP = O;

- xaw-pyHkuusa h:V — V,, otobpaxatowas coobLieHns, NpeAcTaBNeHHbIe B BUAe ABONYHbIX BEKTOPOB
NPOW3BONBHOM KOHEMHOM OMWHLI, B JBOWYHBLIE BEKTOPBI ANUHBI [ BUT. Xaw-dyHkuma onpegenera B FTOCT 34.11.
Ecnu 22%%< g <2256 10 /= 256. Ecrin 2508« g < 2512 10 /= 512.

Kax okl nonb3oBaTtens cxembl U poBOKA NoaNUCK J0OMmkKeH obnagate NUYHBIMUW KITOYaMU:

- KIMHYOM Noanucu — uenbsiM YACNOM d, YA0BMNeTBOPALWMM HepaBeHcTBy 0< d< g;

- KMHOYOM MPOBEPKN MNOANUCK — TOYKOM SNNUNTUYECKON KpnBon Q ¢ KoopaMHaTamu (xq, yq), Y[OBMEeTBO-
pstoLLen paBeHcTBY dP = Q.

K npuBeeHHbIM Bbille NapameTpam cxembl LMpoBOoi NoANMCK NpeabABNAIoT cregyowme TpeboBaHMs:

- OOJSKHO ObiThb BbINOMHEHO YCIOBUE pf #1 (mod q), Onsa scex Uenbix t =1, 2, ... B, rae B = 31, ecnu
2254 < g< 2256 1 B =131, ecnin 2508 < g< 2532;

- OOMKHO ObIThb BbINMOMHEHO HEPABEHCTBO M # p;

- MHBApWaHT KPUBOW OOIMKEH YA0BNeTBopATh ycrnosuw J(E) # 0 n J(E) # 1728.
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5.4 1BONYHbIe BEKTOPbI

[Ons onpepenenus npoueccos hOPMUPOBAHUA W NPOBEPKKM LM(POBOIM NoanMcKM HeoBXogMMO yCTaHo-
BWTb COOTBETCTBME MEXAY LenbIMU YACcNaMu U ABOMYHBIMU BEKTOpaMMW AnuHbl [ BUT.

PaccMoTpum crnedyrowmnin ABOUYHBIA BEKTOP ANWHOM [ BUT, B KOTOPOM Mnawue OUTbI pacnonoxeHsbl
crnpaea, a cTaplume — crnesa:

h=(0y_q..r0), H eV, (10)

rae o, 1 =0, ..., /=1 paBHo nmbo 1, nn6o 0.
Uucno o € Z cooTBETCTBYET ABOMYHOMY BEKTOPY h, ecni BbINOMHEHO paBeHCTBO

-1
o= Yo, (1)
i=0
,D,J'IH ABYX OBOWNYHbIX BEKTOPOB

(12)

COOTBETCTBYIOLUMX LienbliM Yucnam o 1 3, onepauns KoHKaTeHauun (o0beguMHeHns!) onpefensieTcss cnegyt-
Lwum obpasom:

Pyl by = (0t 4, ., 0By 4, B )- (13)

ObbeanHeHne npegcTaBnAeT coboM ABONYHbLIA BEKTOP ANWHON 2/ BUT, cocTaBnNeHHbln U3 koadduumeH-
TOB BEKTOPOB 51 7 52. e I

®opmynbl (12) u (13) onpepenswT cnocob pasbueHns asonyHoro sektopa hy || h, anuHon 2/ 6uT Ha ABa
OBOWYHLIX BEKTOPA ANUHOM [ BUT, KOHKaTeHauneln KOTOPbIX OH ABNSAETCA.

6 OcHOBHbIE npouecchl

6.1 O6wmMe NnonoxeHUnA

B HacToslwem pasgene onpedeneHsbl npoueccsl POPMUPOBaAHUA U NPOBEPKU LWUGPOBOW NOANUCK MOA
cooblieHMeM nons3oBaTens.

[Ons peanu3auMy AaHHbIX NpoLeccoB Heobxoaumo, 4Tobbl BceM nonb3oBaTensM ObINu N3BecTHbI Napa-
MEeTpbI CXeMbl LM POBON NoANUCKH, COOTBETCTBYOLWME TpeboBaHmam 5.3.

Kpome Toro, Kagblih nonb3oBaTenb AOMKEH UMETb KoY NoAnucyu d U KNy NpoBepKM Moamnucu
Q(xg, ¥,), KOTOpbIe TakKe AOMKHBI COOTBETCTBOBATL TpeBoRaHNAM 5.3.

6.2 ®opmupoBaHue LudpoBoil Nnognnucu

[Onsa nony4eHus uucpoBoin noanvcu nog coobuweHnem M € V* HeobxoOQuMo BbINMONHWTE CReayolme
aencrteua (warn) no anroputmy |: _

War 1 — BblMMCNUTL X3LW-Koa coobuieHns M : h = h(M). (14)

,

War 2 — BbIMUCNUTL UEnoe YUCMOo ¢, ABOUYHLIM NpeacTaBrneHeM KOTOpOro SIBNAETCs BeKTop h
onpenennTb
e =o(mod q). (15)
Ecnu e = 0, To onpenenutb e = 1.
Lllar 3 — creHepupoBaTh crnydarHoe (Nceegocny4YainHoe) Lenoe 4yucno k, yaoBNeTBOPSIOLLEE HEPABEHCTBY

0<k<q. (16)
War 4 — BbIYMCIIMTE TOYKY 3nNnMnTUYeckon kpueon C = kP v onpegenvTb
r = x,(mod q), (17)

rae x, — x-koopauHarta Touku C.
Ecnu r= 0, To He0OX0AMMO BepHYTbCA K Wwary 3.
War 5 — BbIYUCIIATL 3HaYeHue

s =(rd + ke)(mod g). (18)
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Ecnu s = 0, To He0BX0QUMMO BEPHYTbLCH K Lwiary 3.

LWar 6 — BBIYMCANTE OBOMYHbIE BEKTOPbI I W §, COOTBETCTBYHOLUME I U S, U ONPEeaennTs LMdPOBYIo
noanuce { = (7 || 5) kak KOHKaTeHaumMio ABYX 4BOUYHBIX BEKTOPOB.

VcxogHeIMUW AaHHBIMKW 3TOTO Npouecca ABnAKTCA KoY nognucy d v nognuceiBaemoe coobuieHve M,
a BbIXOOHLIM pesynsTatom — uudpoBas nognuce C.

Cxema npouecca opMMpoBaHusa LMPOBOI NOANKUCH NPUBEAEHE HA PUCYHKE 2.

McxogHbie gaHHbie
(coobweHne M
W KoY nognucy d)

Mpouecc dopMupoBaHuA
NognicK

LLiar 1 — BBMUCNINTE X2LW-KoA coobleHua M

'

Llar 2 — BolMUCNIEHWE O, U ONpepeneHne &

L 4

Lar 3 — creHepupoBaTkL crnyYaiHoe
{nceepocny4aiiHoe) uanoe uMcno k -

{

LLar 4 — BeMUCTIEHWE TOUKM INNMNTUYECKOA
kpueol C = kP, r=x, (mod g)

Oa

Lar 5 — BeMMcneHue s

Oa

Lar 6 — onpeaeneHue LUMcbpoROA nognucy

BeixogHoi peaynetar
(uuthpoBan NOAMUCH}

PucyHok 2 — Cxema npouecca hopMUpoBaHus LM poBoOW nognucu
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6.3 MpoBepka uncpoBO NOANUCH

Ana npoBepkn LmMdpoBon nognuck £ nog nony4YeHHsIM coobueHmem M HeobXoAMMO BBINOMHWTL CHeay-
toLme oerdcTems (waru) no anroputmy Il

War 1 — no nony4yeHHo# nognucu £ BbIMMCNNUTL Uenble ynucna r u s. Ecnv BbINONHEHbI HEPaBeHCTBA
O0<r<gqg, 0<s<gq, TONEpenTH K criegylolemy wary. B npoTueHOM crnyvyae nodnvcb HeBepHa.

War 2 — BblYMCAWTL X3L-KoA NonyyYeHHoro coobueHusa M

h=h(M). (19)

War 3 — BbIYMCNUTL LEnoe YMCNo o, ABOWYHbIM NpeacTtaBneHneM KOTOPOro ABMSIETCHA BEKTOp h,
onpeaenuTb
e = o(mod q). (20)
Ecnun e =0, To onpegenutb € = 1.
War 4 — BbluMCNTL 3HadeHne v = e~ (mod q). (21)
Uar 5 — BbIYUCIINTE 3HAYEHUSs

z, =sv(mod q),z, = -rv(mod q). (22)

War 6 — BbIMMCIIMTL TOYKY annmnTuyeckon kpuson C = z,P +z,Q v onpegenutb

R = x_.(mod q), (23)

rae x, — Xx-koopauHata Touku C.

War 7 — ecnu BLINONHEHO paBeHCTBO R = r, TO NOAMNKUCL NPUHUMAETCS, B NPOTUBHOM Criy4ae — nognuch
HeBepHa.

WcxogHbiMu AaHHBIMKM 3TOrO Npouecca ABMAKTCA nognucaHHoe coobuwenne M, undposas nognuck {
W Ko npoBepkn nognvcu Q, a BbIXOOHBIM Pe3ynbTaTOM — CBUAETENbLCTBO O AOCTOBEPHOCTH UMK OLWNOoY-
HOCTW AaHHOM NOAMUCHU.

CxeMa npolecca NpoBepku LM poBOA NOANUCK NpUBedEHA Ha pUCyHke 3.
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WcxoagHble naHHbie
{(undporan noanuce £,
nony4yeHHoe cooflueHue
M 1 KN4 NPOBBPKK
nognucy Q)
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Mpouecc nposepku
noanucu

War 1 — ebMUCneHne r n § No NONYy4EHHON

noanvcu ¢
O<r<g Her .
0<s<q Moanwuck HeBepHa
Oa

Llar 2 — BbMUMENWTL X3LWU-KOA NONYMEHHOO
cooBueHua M

i
Lar 3 — BelHMCNIEHWEe O U ONpeaeneHue e

Y

Llar 4 — BbiMMCTIEHNE V

¥
LWar § — BuuncneHve z, u z,

Y

LUar 6 — se4McneHne TOMKN SNNUNTHHECKOR
KpuBoiA G = 4P + zQ v onpepeneHne R

Het

Moanuck HepepHa

BreIXOAHOW peaynkTar
(noanvek BepHa)

Boixog w3 npouecca

NpoBREpKU
C OTpMUATENBHBIM
pe3ynsTaTtomM

PucyHok 3 — Cxema npouecca npoBepku LU poBoi noanncu
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MpunoxeHue A
(cnpaBo4Hoe)

KOHTpoOnbHbLIe NpuMepbl

A.1 O6GWwue nonoxeHus

HacTosdwee npunoxeHne HOCUT CNPABOYHLIA XapakTep U He ABMAETCH YacTbi HOPMATUBHBLIX MOMOXEHWUIA HACTOA-
Lero ctaHgapTa.

MprBOAUMBIE HUXKE 3HAYEHMA NAapaMETPOB p, a, b, m, g, P, a TaKkke 3Ha9YeHUs KMKYei NognMcK 1 MpoBepKX NoAnucK
d v Q pekoMmeHOyeTCsl UCMONb30BaTh TOMBKO AN NPOBEPKA KOPPEKTHOU paboThl KOHKPETHOW peanva3auvy anropvTMOoB,
OMUCaHHbLIX B HACTOALLEM CTaHOapTe.

Bce uncnoBbie 3Ha4eHUst NpUBEAEHb! B AECATUYHONW U LWeCcTHaALaTepuyHON 3anncy. HBKHWIA MHOeKc B 3an1cK Yvicna
0b03HaY4YaeT OCHOBaHMe CUCTeMbI cHUcreHns. Cumeon «\\» 0D03Ha4YaeT NepeHoc YK1cna Ha HoOBYH CTPOKY. Hanpumep, 3anmck
12345\

678904,
499602D2,4
npeacTaengaeT uenoe yncno 1234567890 B oecATUYHOM U LWLIECTHAaAUATEPUYHON CUCTEMAX CYUCTIEHUA COOTBETCTBEHHO.

A.2 MNpumep 1

A.2.1 NapameTpbl cxeMbl UM pPOBONW NognucK

A.2.1.1 Ycnoeue

[ns cbopmupoBaHUA 1 NpoBEPKX LMdPOBOA NOANUCK AOMMKHbI BbITh MCMONB30BaHLI NApaMeTpbl, NpUBedeHHbIE B 5.3.
A.2.1.2 Mogynb annuNTU4ECKON KpUBON

B HacTofilLeM NpuMepe napameTpy p NPUCBOEHO CnedyloLlee 3Ha4YeHue:

p = 57896044618658097711785492504343953926\\
634992332820282019728792003956564821041,,
p = 800000000000000000000000000000000000000000000000000000000000043144.

A.2.1.3 KoadbduUuMeHTsl annMnTUYeCKon KpUBOW
B HacTosiLeM Npumepe napameTpel & U b NPUHUMAIOT cregyoLpue 3HaveHuns:
a=740
a= Ty
b =43308876546767276905765904595650931995\
9421117944510395832529688420338495804 14,
b = 5FBFF498AA938CE739B8E022FBAFEF40563F6E6A3472FC2A514CO0CESDAE23BTE 44.

A.2.1.4 Mopaaok rpynnbl TOYEK ANNUMNTUYECKOR KPUBON
B HacTosiLLeM NpUMepe napameTp m NpUHUMAaeT crnegyollee 3HavYeHue:

m = 5789604461865809771178549250434395392\\
7082934583725450622380973592137631069619,,
m = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3 4.

A.2.1.5 Mopagok UMKNMYECKON noarpynnel rpynnbl TOYEK aNMUNTUHECKON KPUBOR
B HacTosiLeM NpUMepe napameTp q NPMHUMAET creaytoLlee 3Ha4YeHue:

q = 578960446186580977 11785492504 34395392\\
7082934583725450622380973592137631069619, 5
g = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3 4.

A.2.1.6 KoahdUUNEHTBI TOHKW AMNAUMTUMECKON KPUBOW
B HacTosileM npuMepe KoopaMHaTe! TOYKM P NPUHUMAIOT Creayiowne 3Ha4eHns:
X, = 2,0
X, = 2.6
=40189740565390375033354494229370597\\
75(53573938990554508069097936521 3431566280,
= 8E2A8A0E65147D4BD6316030E16D 19\
C§)5C)9'iFOAQCAZG?‘I22896/—‘«8BCEA?EBFCB16
A.2.1.7 Knoy nognuncu
B HacTosLeM npuMepe cYMTaeTcs, YTo NoNb3oBaTens obrnagaeT cnegyoLwuMmM KNoYom nognucu d:
d = 554411960653632461263556241303241831\\
96576709222340016572108097750006097525544
d = TA929ADE789BBI9BE10ED359DD39AT2C\
11B60961F49397EEE1D19CE9891EC3B28 4.
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A.2.1.8 Kno4y npoBepKn Noanmcu
B HacTosAwem npumepe cuMTaeTcs, YTo Nonb3oBaTtens 06nagaeTt KniwyYoM NpoBepkn nognvcu Q, KoopauHaThl KOTo-
poro UMelT CneayroLme 3Ha4YeHUs:
Xy = 57520216126176808443631405023338071\\
176630104906313632182896741342206604859403,,
X;= TF2B49E270DB6D90D8595BEC458B5\
0C58585BA1DAE9B788F6689DBDBESEFDBOB 4,
Vi = 17614944419213781543809391949654080\
031942662045363639260709847859438286763994 5,
Yq= 26F1B489D6701DD185C8413A977B3\\
CBBAF64D1C593D26627DFFB101A87FF77DA 4.

A.2.2 MNMpouecc popmupoBaHua LucpoBor noanucu (anroputm l)
MycTe nocne BbINOMHeHUA WwaroB 1—3 no anroputmy | (cM. 6.2) BNy Nony4eHe! cregyouwMe YUCNOBLIE 3HA-

YeHus:
e =2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421,,
e = 2DFBC1B372D89A1188C09C52EOEEW
C61FCES2032AB1022E8E67ECEB672B043EES 4,
k =538541376773484637314038411479966192\\
41504003434302020712960838528893196233395,,
k=77105C9B20BCD3122823C8CFGFCC\
7B956DE33814E95B7FE64FED924594DCEAB3 6.

Mpu atom kpaTHasa Tovka C = kP umeeT KoopAuHaThI:
X, = 297009809158179528743712049839382569\\
90422752107994319651632687982059210933395,,
X, = 41AA28D2F1AB148280CDOEDS6FED\
A41974053554A42767B83AD043FD39DC0493
¥, = 328425352786846634770946653225170845\\
06804721032454543268132854556539274060910,,
¥, = 489C375A9941A3049E33B34361DDW
204172AD98C3ES916DE27695D22A61FAE46E 4.

MapameTp r = x, (Mmod q) NPUHUMAET 3HaUeHNe:
r=297009809158179528743712049839382569\\
90422752107994319651632687982059210933395,,
r=41AA28D2F1AB148280CD9EDS6FED
A41974053554A42767B83AD043FD39DC0493 4.

Mapametp s=(rd + ke)(mod g) npuHUMaeT 3HaueHWe:
§=57497340027008465417892531001914703\\
8455227042649098563933718999175515839552,,
s = 1456C64BA4642A1653C235A98A60249BCDED3F746B631DF928014F6C5BFIC40, 4.

A.2.3 MNpouecc npoeepku uncpposoi nognucu (anroputm i)
MycTe nocne BeinonHeHusa waroe 1—3 no anroputmy Il (cm. 6.3) BeINKM NoNyYeHbl cnegylowmne YMCNoBLIE 3HA-

YeHus:
e =2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421,,

e = 2DFBC1B372D89A1188C09C52EOEEN
C61FCE52032AB1022E8E67ECEB672B043EES, 4.

Mpu aTom napametp v=e ' (mod g) npuHuMaeT 3HaueHue:
v = 176866836059344686773017138249002685\\
62746883080675496715288036572431145718978,,,
v = 27T1A4EE429F84EBC423E388964555BB\
29D3BA53C7BF945E5FACBF381706354C2 4.

Mapametpbl z, = sv(mod q) v z, = —rv(mod g) NPUHUMAIOT 3HAYEHNS:
z, = 37699167500901938556841057293512656 1\\
08841345190491942619304532412743720999759,,
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z, = 5358F8FFB38F7COSABC782A2DF2A\
3927DA4077D07205F763682F3A76CO019B4F, ¢,
Z, = 141719984273434721125159179695007657\\
6924665583897286211449993265333367109221,,
Z,=3221BAFBBF6D101074ECT14AFACZ2DAFT7\\
EFAC4CFOFEC1ED11BAE336D27D527665,4.

Touka C = z,P +2,Q MMeET KoopAUHAaTbI:

X, = 2970098091581795287437120498393825699\\
0422752107994319651632687982059210933395,,
x. = 41AA28D2F1AB148280CD9EDSEGFED
A41974053554A42767B83AD043FD39DC0493 4,
¥, = 3284253527868466347709466532251708450\\
6804721032454543268132854556539274060910,,
¥, = 489C375A9941A3049E33B34361DD\\
204172AD98C3ES916DE27695D22A61FAE4GE ;5.

Torga napameTp R = x (mod g) NpMHNMAET 3Ha4eHme:

R =2970098091581795287437120498393825699\\
0422752107994319651632687982059210933395,,,
R = 41AA28D2F1AB148280CDI9ED5S6FED\
A41974053554A42767B83AD043FD39DC0493 .

rlOCKOJ'Ibe BbINONHEHO PaBEHCTBO R=rToO LI,VICprBaﬂ noaonuce NpUHUMaeTCA.

A.3 MNpumep 2

A.3.1 NapameTpbl cxeMbl UM pPOBOW NognNUcK

A.3.1.1 Ycnosue

Ona dopmMmupoBaHKs 1 NpoBEPKK LMPOBON MOANUCK AOMKHbLI ObiTh MCNONb30BaHbLI NapameTpbl, NpUBEaeH-
Hble B 5.3.

A.3.1.2 Mogynb annunTUYECKON KpUBOK

B HacTosiem npumepe napameTpy p NPUCBOEHO CreQyloLee 3HaYeHVE!

p =36239861022290036359077887536838743060213209255346786050\\
8654615045085616662400248258848202227149685402509082360305\\
8735163734263822371964987228582907372403,,,

p = 4531ACD1FE0023C7550D267B6B2FEE80922B14B2FFB90F04D4EB7C09B5D2D 15D\
F1D852741AF4704A0458047E80E4546D35B8336FAC224DD81664BBF528BE6373 4.

A.3.1.3 KoadhbbUUMEHTBI anMMNTUYECKON KPUBOW
B HacTosiwem npumepe napameTpbl a U b NPUHUMAIOT CriegyroLMe 3HavyeHus:
a=7,,
a="7;
b =1518655069210828534508950034714043154928747527740206436\\
19401882335280998244379373282975691478597467486604 160539788367 75\
96626326413990136959047435811826396
b = 1CFF0806A31116DA29D8CFAS4ES57EB748BCSF377E49400FDD788B649ECAT1ACAN
361834013B2AD7322480A89CA58EOCF74BCOES40C2ADD6897FADOA3084F302ADC 4.

A.3.1.4 Mopsagok rpynnbl TOYEK INMUNTUYECKOR KPUBOA
B HacTosiLeM NpuMepe napameTp m NpUHUMAaEeT crneayloLllee 3Ha4YeHne:

m = 36239861022290036359077887536838743060213209255346786050865461\\
50450856166623969164898305032863068499961404079437936585455865192212\\
970734808812618120619743,,

m =4531ACD1FE0023C7550D267B6B2FEE80922B14B2FFBO0F04D4EB7C09B5D2D15DW
AB82F2D7ECB1DBACT719905C5EECC423F 1D86E25EDBE23C595D644AAF 187EGEGDF (.

A.3.1.5 MopsagoK WMKNUYecKon noarpynnel rpynnsl TOYEK ANAUATUHECKON KPUBOR
B HacTosLeM NpuMepe napameTp q NPMHUMAaET cneyioLlee 3Ha4eHme:

g = 36239861022290036359077887536838743060213209255346786050865461\\
50450856166623969164898305032863068499961404079437936585455865192212\\
970734808812618120619743,,,

g = 4531ACD1FEQ0023C7550D267B6B2FEE80922B14B2FFBI0F04D4EB7C09B5D2D 15D\
AB82F2D7ECB1DBACT719905C5EECC423F1D86E25EDBE23C595D644AAF187EGEGDF 6.

12

GostExpert.ru
https://GostExpert.ru/gost/gost-34.10-2018



https://gostexpert.ru?utm_source=pdf&utm_medium=52075
https://gostexpert.ru/gost/gost-34.10-2018?utm_source=pdf&utm_medium=52075&utm_term=page

rOCT 34.10—2018

A.3.1.6 KoadhpUUMeHTbl TOYKW aNAMNTUYECKON KPUBOKN
B HacTosAwem npumepe KoopaAWHATHLI TOYKU P NpUHUMAaloT cneayole 3HauyeHus:

X, = 19283569440670228493993094012431375989977866354595079743570754913077665\
9268583544 106555768100318487481965800490321233288425233583025072952763238\\
3493573274,

x, = 24D19CC64572EE30F396BF6EBBFD7A6C5213B3B3D7057CC825F91093A68CD762\\
FDB0611262CD838DCEBE0AATEEES04E28BC849977FAC33B4B530F 1B120248A9A
y, = 2288728693371972859970012155529478416353562327329506 1803\
14497425931102860301572814141997072271708807066593850650334 1523818\
57347798885864807605098724013854,,

y, = 2BB312A43BD2CEBE0D020613C857ACDDCFBF061E91ESF2C3F32447C259F 392\
C83AB156D77F1496BF7EB3351E1EE4E43DC1A18B91B24640B6DBBI2CB1ADD3T1E 1.

A.3.1.7 Kntoy nognucu
B HacToAwem npumepe cuMTaeTca, YTO Nonb3osaTens obnagaet cnegylowmm Knkyvom noanueu d-

d = 610081804136373098219538153239847583006845519069531562982388135\\
35489060630178225538360839342337237905766552759511682730702504645883\\
7440766121180466875860 .

d = BAG6048AADAE241BA40936D47756D7C93091A0E8514669700EE7508E508B102072\\
E8123B2200A0563322DAD2827E2714A2636B7BFD18AADFC62967821FA18DD4,4.

A.3.1.8 Kntoy npoBepku noanmcu
B HacTosilWwemM npumepe cuMTaeTcs, YTO Nonb3oBaTtens 0bnagaer knioyoM NpoBepky nognuck Q, KoopauHaThl KOTO-
pOrc UMEIoT crnegylolwme 3Ha4eHus:

X, = 909546853002536596:5566907686698303100069292725465562815963\\
72965370312498563182320436892870052842808608262832456858223580\\
713780290717986855863433431150561,,,

X, = 115DC5BCY6760C7B48598DBABIE740D4C4A85A65BE33C1815B5C320C854621D\
DSA515856D13314AF69BC5B924C8B4DDFF75C45415C1D9DDODD33612CDS30EFET 4,
¥q = 29214572033744256206324497342484154556407008235594887051648958\\
37509539134297327397380287741428246088626609329139441895016863758\\
984106326600572476822372076,
¥q = 37C7C90CD40BOF5621DC3AC1B751CFAOE2634FA0503B3D52639F5D7FB72AFDEM
1EA199441D943FFE7FOC70A2759A3CDB84C114E1F9339FDF27F35ECA93677BEEC 4.

A.3.2 NMpouecc hopmupoBaHMa LucpoBor nognucu (anroputm I)
MMycTb nocne BbINONMHeEHUS WaroB 1—3 no anroputmy | (cM. 6.2) Bbiny Nony4yeHsl cregyouwmMe YUCNOBbIE 3HA-
YeHus:

e =2897963881682868575562827278553865049173745197871825199562947\\
41904138895097053666110955349995424873308871974884453896464 12816544\
63513296973827706272045964 4,

e = 3754F3CFACC9E0615C4F4A7C4D8DAB531B09B6FAC170C533A71D147035B0C59 1\
7184EE536593F4414339976C647C5D5A407ADEDB1D560C4FC6777D2972075B8C 4,
k =1755163560258504995406282799211252803334510317477377916502\\
081442431820570750344461029867509625089092272358661268724735168078105417\\
47529710309879958632945,,

k = 359E7F4B1410FEACC570456C6801496946312120B39D019D455986E364F 3\
65886748ED7A44B3E794434006011842286212273A6D14CF70EA3AF71BB1AEGTIF1, 4.

Mpwn atom kpatHaa Touka C = kP umeeT KoopAWHAaThI:

X, = 2489204477031349265072864643032147753667451319282131444027498637 3\
576110928102217951018714129288237168059598287083302842436534530853\\
22004442442534151761462,,

x, = 2F86FA60A081091A23DD795E1E3C689EES12A3C82EEODCC2643C78EEASFCACH
D35492558486B20F1C9EC197C90699850260C93BCBCDICS5C3317E19344E173AE36 4,
¥, = 77017388992899183604784479878096044168206263187609613767394680150\\
24422293532765176528442837832456936422662546513702148162933079517\\
08430050152108641508310,,

y, = EB488140F7E2F4E35CF220BDBC75AE44F26F9C7DF52E82436BDESOA91831DA27\
C8100DAA876F9ADCOD28A82DD3826D4DC7FI2E471DAZ23ES5EO0EBB3927C85BD6 .
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MapameTp r = x_(mod q) NpuMHUMaET 3Ha4YeHne:

r=2489204477031349265072864643032147753667451319282131444027498637 3\\
576110928102217951018714129288237168059598287083302842436534530853\\
22004442442534151761462,,
r=2F86FAB0A081091A23DD795E1E3C689EES12A3C82EEODCC2643C78EEA8BFCACH
D35492558486B20F1C9EC197C90699850260C93BCBCDICSC3317E19344E173AES6 .

Mapametp s = (rd + ke)(mod q) npUHUMaET 3HaveHve:

5 =8645232217076695190388492973829369170750237358484315799195987\\
99313385180564748877195639672460179421760770893278030956807690115\
822709903853682831835159370,,

s =1081B394696FFESEGS85E7A9362D26B6325F56778AADBC081COBFBES33D52FF58\
23CE288E8C4F362526080DF7F70CE406A6EEB1F56919CB92A9853BDE73ESB4A (4.

A.3.3 MNpouecc npoBepku uucporomn nognucu (anroputm ll)
MycTe nocne BbiNonHeHUs waros 1—3 no anroputmy |l (cm. 6.3) B6bINU NONyYeHbl cnegyLwne YUCNoBbIe 3Ha-
YeHus:

e = 2897963881682868575562827278553865049173745197871825199562947\\
41904138895097053666110955349995424873308871974884453896464 12816544\
63513296973827706272045964
e = 3754F3CFACC9EQ615C4F4A7C4D8DAB531B09B6FIC170C533A71D147035B0C591\
7184EE536593F4414339976C647C5D5A407ADEDB1D560C4FC6777D2972075B8C 4.

Mpw aTomM napameTp v = e~' (mod g) NPUHUMAET 3HaueHNe:

v = 255694215394605222266074084316408615387769223440078319114692849\\
356194345732344708924001925205698280688153534004145821243990606 136\
7072238185934815960252671,,,

v =30D212A9E25D1A80A0F238532CADF3EG4D7EF4E782B6AD140AAF8BBDIBB4 7291
84595EEC87B2F3448A1999D5F0AGDEOE14A55AD875721ECBCFD504000B3A840FF 4.

Mapametpbl z, = sv(mod q) ¥ z, = —rv(mod §) NPUHUMAIOT 3HAYEHUS:

z, = 3206470827336768629686907101873475250343306448089030311214484\\
385872743205045180345208826552901003496732941049780357793541942055\
600084956198173707197902575,,

z, = 3D38E7262D69BB2AD24DD81EEA2F92E6348D619FA45007B175837CF13B026079\
051A48A1A379188F37BA46CE12F7207F2A8345459FFO60E1EBDSB4F2A34A6EEF ¢,
z, = 13667709118340031081429778480218475973204553475356412734827\\
320820470283421680060312618142732308792036907264486312226797437575\
61637266958056805859603008203 4,

z, = 1A18A31602E6EACOA9888C01941082AEFE296F840453D2603414C2A16EBGFC529\
D8D8372E50DC49D6C612CE1FF65BDS8E1D2029F22690438CC36A76DDA444ACE .

Touxka C = z,P +2,Q vMeeT KoopAuHaTbI:

X, = 2489204477031349265072864643032147753667451319282131444027498637\\
3576110928102217951018714129288237168059598287083302842436534530853\\
22004442442534151761462,,

X, = 2F86FAG0A081091A23DD795E1E3CE89EES12A3C82EEODCC2643C78EEABFCAC\
D35492558486B20F1C9EC197C90699850260C93BCBCDICSC3317E19344E173AE36 4,
¥, = 7701738899289918360478447987809604416820626318760961376739468015\\
0244222935327651765284428378324569364226625465137021481629330795170\\
8430050152108641508310,,
¥, = EB488140F7E2F4E35CF220BDBC75AE44F26F9C7DF52E82436BDE8S0A91831DA27\\
C8100DAAB76F9ADCOD28A82DD3826D4DC7F92E471DA23ES55E0EBB3927C85BD6 4.

Torga napameTp R = x,(mod g) npMHMMaeT 3Ha4eHme:

R =24892044770313492650728646430321477536674513192821314440274986\\
37357611092810221795101871412928823716805959828708330284243653453085\\
322004442442534151761462,,

R = 2F86FA60A081091A23DD795E1E3C689EES512A3C82EEODCC2643C78EEABFCAC\
D35492558486B20F1C9EC197C90699850260C93BCBCDICSC3317E19344E173AES36 4.

nOCKOJ‘lbI{y BbINONHEHO PaBEHCTBO R=rToO LI,VICprBaH noanuce NpUHUMaeTCcA.
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Bubnuorpadcun

MpumevyaHue — OpuruHansl mexayHapogHelx ctaHgaptoB MCO n MCO/M3K HaxogaTtca B HAUMOHANbHbIX
(rocygapcTBeHHbIX) opraHax no cTaHgapTUsaumMmn™ rocygapcTts, NPUHSBLLWMX HAacTOALWMIA CTaHOaPT.

NCO 2382:2015
(1SO 2382:2015)
MCO/M3K 9796-2:2010
(ISO/IEC 9796-2:2010)

MCO/M3K 9796-3:2006
(ISO/IEC 9796-3:20086)

NCO/M3K 14888-1:2008
(ISO/IEC 14888-1:2008)

NCO/M3K 14888-2:2008
(ISO/IEC 14888-2:2008)

NCO/M3K 14888-3:2016
(ISO/IEC 14888-3:2016)

NCO/M3K 10118-1:2016
(ISO/IEC 10118-1:2016)
NCO/M3K 10118-2:2010

(ISO/IEC 10118-2:2010)

NCO/M3K 10118-3:2004
(ISO/IEC 10118-3:2004)

[10] MCO/M3K 10118-4:1998

(ISO/IEC 10118-4:1998)

WHdpopmaumoHHaa TexHonorusa. Cnosaps (Information technology — Vocabulary)

MHdopmaymoHHblie TexHonorkk. Metoabl obecneveHus 6esonacHocTv. Cxembl Lndpo-
BOW noanucu, obecneuymBaloliMe BOCCTAHOBMeHWe coolbLleHnin. Yactb 2. MexaHuamebl
Ha OCHOBe Ueno4yucrneHHol daktopusaumm (Information technology — Security tech-
nigues — Digital signature schemes giving message recovery — Part 2: Integer factor-
ization based mechanisms)

WHdopmaLumoHHble TexHonoruy. MeTtoabl obecneveHus 6esonacHocTU. CxeMbl Ludpo-
BOW noanucu, obecneumBalollMe BOCCTaHOBNeHWe coobuieHui. Hactb 3. MexaHuambl
Ha ocHoBe awMckpetHoro norapudgma (Information technology — Security techniques —
Digital signature schemes giving message recovery — Part 3: Discrete logarithm based
mechanisms)

WHdopmaumoHHble TexHonorui. Metogel 3awmTel. LindpoBeie nognvcy ¢ npunoxeHu-
eM. Yacte 1. Obwwme nonoxenus (Information technology — Security techniques — Dig-
ital signatures with appendix — Part 1: General)

WHdopmaymoHHas TexHonorua. Metogel obecnevenuns 3awmtel. LindpoBbie nognucu ¢
npunoxeHuem. Yacte 2. MexaHu3Mbl, OCHOBaHHLIE HA PA3NOXEHUU Ha MHOXWUTENW (In-
formation technology — Security techniques — Digital signatures with appendix — Part 2:
Integer factorization based mechanisms)

WHdopmaumoHHaa TexHonorus. Metogel v cpefctsa obecnevyeHus BesonacHocTu. Lnd-
poBbl€ NOANMCK C npunoxeHnem. Yacte 3. MexaHW3mbl Ha OCHOBE AWMCKPETHOro fora-
pudpma (Information technology — Security techniques — Digital signatures with appen-
dix — Part 3: Discrete logarithm based mechanisms)

WHdopmaymoHHas TexHonornsa. Metoasl 3aWwuTel HpopMmaumu. Xaw-cyHkumn. Hacte 1.
Obwume nonoxeHua (Information technology — Security techniqgues — Hash-functions —
Part 1: General)

WHdopmaLumoHHble TexHornorvu. Metogel 3awmTel MHdopmMauuun. Xaw-dyHkuun. Hacte 2.
XaLw-thyHKUMKM € NCNonb3oBaHWEM anropuTmMa windposaHua N-6uTHeIMK Bnokamum (Infor-
mation technology — Security techniques — Hash-functions — Part 2: Hash-functions
using an n-bit block cipher)

WHdopmMaumoHHble TexHonorun. Metogel  3awutel  MHopmauuun.  XaLw-hyHKLUMW.
YacTte 3. BblaeneHHble xaw-goyHkuMK (Information technology — Security techniques —
Hash-functions — Part 3: Dedicated hash-functions)

WHdpopMaLWoHHble TexHornoruu. Metogsl 3auTel MHopMaLuuun. Xaw-gyHKUUKW. HacTts 4.
Xalw-hyHKUUKN C NpUMeHeHWeM apudmMeTndeckux onepaunii Hag abconioTHLEIMU 3Have-
Huamm Yucen (Information technology — Security techniques — Hash-functions — Part 4:
Hash-functions using modular arithmetic)

* B Poccuiickon @egepauun opyuruHansl mexayHapoaHbeix ctaHgaptoB MCO u UCO/M3K HaxogaTca B degepans-
HOM WHpopMaLUMOHHOM hoHAEe CTaHOapTOB.
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