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MNpegucnoeune

Llerd 1 npusHuns cTaMdapTyiiag9qy B Poccyidckod denepauid yoTasoRneHsl Geqepansisiid 3ak0HomM
oT 27 aexabpa 2002 r. Ne 18403 « 0 TexHM4SCkoM PEryNMPOBEaHKA, A NPABMNA NPHMEHEH KA HALWOHANLHEIX
cTaHgaprTos Poccuidckol $eqepauuy — MNOCT P 1.0—2004 «Crangaptisauda B Poccuiickod deoepauia.
CCHOBHLIE NONOEEHHAD

CeepoHWA o cTaHaapTe

1 PASPABOTAH LgHTpomM 3aWHTe MHPOpMALWMA W CNeyrWansHoin cessn TCE Poccld © ydacTHem

OTHpTOrD akguodepHore obwectea «MHMODMALHOHHLIE TEXHONOTHK W EOMMYHHKSUWOHHEE CHCTEMEl:
(OAD aMiboTekCn)

2 BHECEH TexHHYeCKHM KOMKTETOM NO cTaHdapTHaagwkE TK 26 « KpunTorpadi4eckan 3aldTa nedop-
faLH M

3 ¥TBEPHEH ¥ BEEOEH B JEMCTBME Mpukatom TeaepansHoro aredTcTea No TexXHHUSCKoMy pe-
MYNADCEAHAED B METROROMAK oT 7 aarycTa 2012 r. Me 215-cT

4 B3AMEH MOCT P 34 .10—2001

HMuchopaallus ob UAMEHENUAX K HBCMORALLIEMY cmandapmy nybnukyamed & exe20dts uadaaaeMon U=
POpMALUOHHOM YEa2amane «HaLuoHansHse cmandapmety, & MesciT UAMBHEHUL U NONPaack — & eXeme-
CAYND 3dagasmeiy UNReDMALUIOMNE Wicadamenax sHauuosanssse cmandapmelr. B cmpdae Napecmompa
[Faneibi) WAL OMMENS HACMOAWESS cmandapma coamaamoma piodiee yeedaunayue Sydem omybnuroeans
@ SXEMECAYHD L208EAEMONM UNBODMBLLGHHOM YRaZamens « Hayuonanskbie cmandapmeis. COomEsmcmay-
MAUAR UHDODMALUR, YeedOoMNeNLE U MEKCTEN DAIMBLLIIIOMSR Maoke @ URDODMaLLONHGL cucmeide oflyeso
afe20eaHUA — Ha ohuluansyon calma PedepansHos0 a2eHIMemean N MEexXHUYNETKOM) DESYIUDOEIHUN U
MEMBoRO2UY & camu Mameaprem

@ CradgapTdsdrope, 2013

HacToAWMA cTAKOAPRT HE MOKET BkiTh NONHOCTEH MK Y3CTUHHO BOCNPOKIBEOEH, THRAKWDORAH W pac-
NEOCTRAHEH B E3YECTES ODWUWANEHOMD HAaaHMA G23 paIpeLeHWA DefepansHONo SreHTCTEE NO TEXHUHECKD-
My PEMYIIMpOBAHKIO M METRONOTHI
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EeegeHue

HacTOALWMA CTAMAART COOSDMKAT ONWCaHKe NPoUeccoR SOPMHUDOBAHKA W NPOBSPKK INEETROHHON UWd-
poEdE nogrvck (23U}, peandayerod © KCNoNeI0BaHKEM ONeEpaLKA B FRyNNe TOYE INNHNTHYECEON KPASE0H,
ONQEOENEHHOE HAO KOHEYHEIM NPOCTEIM NONes.

HeobxoaumocTe pazpalboThi HACTOAWErD CTAHAAPTa BH3IEaHA NOTPEGHOCTLID B DEANHIAUMK JNEKTROoH-
HE#A Urdbposod NogNUCcK DasHOW CTEMNEHM CTORKOCTH B CEASK C NOBLILEHHAEM YROBHA PRIBWTHA BblYACTMTE k-
HOH TEXHAENM. CTOREOCTE JNEKTROHHOH WAdipOoROA NOONWMCKH OCHOBLIBASTCA HA CHROMHOCTH BbIYWACTEHHA
OMCKDETHOM norapwma B rpynne Touer ANNUNTUYECKOl KpUBoA, &8 Tak&s Ha CTORKOCTK WMCNoNk3Iye Mol
¥aw-doyukgn no FOCT P 34 112012,

HacToRWwuiA cTaugapT paspaboTad C yHeTomM TERMUHOMOMAM M KOHUENLWA MeR0yHapodHblx CTadgapToen
MCO 2382-2 [1], MCOMMSK 2796 [2]—[3], MCOMIK 14588 [4]—7] v MCO/MSE 10118 [B]—[11].
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HAUWOHANBHBIWY CTAHOAPT POCCHMHUCKOW ©EOEPALUMHM

HHthopMaUMOHHAA TEXHOMOrMA
KPMNTOMrPARHUYECKAR JALLIWTA MHEROPMALKMM

Mpougcckl hOPMHPOBAHMA K NPOBEDKA INEKTPOHHOR UM POBOR NOANKCH

Information technology. Cryptographic date securnty.
Generation and verfication processes of electronic digital signature

Nara peepesnn — 201 3—01—01

1 OBnacTb NPUMEHEHWA

HacTORAWWH CTaHOApT GnpedenaAeT CRemMy ANesTRoOHHOA urdpoaod nogndcyd (UM (ganee — uxdpo-
BaA NOONKMCE), NPOUSCcChl POPMUPOBAHWA W NPoRE KM LDpOBoN NOONKMCK Nog 3agaHHLis coobleHnan [ Zoky-
MEHTOM), NEPELABASMEM N HEIAWWWEHHLIM TENEKOMMYHAKALUMCHHEIM KEadanam oSwers NoNe30saHna B
cucTemar obpaboThK MHPOPMALWA PEANMHHOTD HATHEYEHKA.

Buagpeqde uidpoBoid NOGOKMCK HA OCHOBE HBCTOALLEND CTAHOAPTA NOBLILAST NG CPABHEHHID ¢ paHEe
OEHACTREOBABLLIEN CHEMON UMQPOB0HA NOONACH YDORE HE JAULWILEHHOCTH NEpelaBAesbl COODLEHWA OT Nogne-
NOE W HCEAMEHHH.

HacTosWWA cTasdapT pekcMeHdyeTcs NPHUMEHATE NDH COI0aHMH, IKCANYaTaUMH W MOQEDHKIAUKK CHO-
TeM COpadoTEd WHPOEMALNK PEINMHHOM HAIHAYSHNA.

2 HopmaTUBHLIE CChINKK

B HACTOAWEM CTAHAARTE WCNONEI0BANA HODPMATHEHAR COBUNKA HA CNefyUMA CTAMAART!
MoCT P 34 112012 VedopMaunoHHan TexHonoria. KpunTorpadyeckan 3awumta HHopMandiE.

DYHKLAA XIWKPOBIHMA

I PAMBYMAENRHNE — |||:lH NoNEIDEAHAW HACTOAWAM CTAROERTOM uenecocfipaiHo MPOESPUTE OSACTEHE COBOM-
HEiX CTAHOAPTOE E HMHEMOPMIUMOHHOW CHCTEME ochWers NONEIOEEHWA — HE COWYMENEHOM CAATE DegepansHono
AMEHTCTEE MO TEXHAMECKOMY DEMYNMAGOBERWET @ METDONOrAM 8 C8TH MHTE PHET ®NKW NO @XEro0H0 WILAEIEMOMY MHPOpMa-
BUOHHOMY YE338TEND aHAUMOHANEHEIE CTAHSAPTE », £0TOPRIA l3I'I:|.'|5-I'I MHOBEH RO COCTORHWK HE 1 AHBAPA TEKYLWEro noge, «
N0 COOTESTCTEVIOWHM EXEMECAYMHE M3OEEEEMEIM AHEIOPMAUMOHHEIM YEBZATENAM, Dﬂ}lﬁﬂHﬂGBEHHHM B TEEYEM rogy
EcnW cosinosiHs A CTEHGEPT IAMEHEH (HEMEHEH). TO NEH NONEIDBEHAM HACTORWWM CTESABRTOM CRNedyeT pYKOEDGCTEO-
AATECA JAMEHRAKI L WA {W3MEHERHEIM) CTEHOAPTOM. EcnncoeiNouHE R CTAHOAPT OTMas=HEkH 3 3AMEHB. TO NONGHEHRE, B KO-
TOPOM GAHE CCEIMNKA HA HEMD, NPUMEHRETCA B HBCTH, HE JATPAIAEIDWER 3TY CCRINKY.

3 TepMWHbI, onpegeneHWa K 06o3HAYEHKWA

3.1 TepmuHw 1 onpegenedUs
B HaCcTOALEM CTAHOADTE NPHUMEHEHLI CNEaYIOLME TEDMIHEBl G COOTBETCTEYRULMMM ONpaene HdamMia

3.1.1

AononHedse (appendix) CTpoka BUT, DOpMUDYEMEa W3 YWEOBROE NOGNWCK W NROWMARONEHOMND TEKCTOH
EOro NOnNA.

[MCO/M3EK 14588-1: 2008, [41]

31.2

KNy nogmueK (signature key) JNemedT CeEpaTHbIX QaHHbX, cneumdgrerei gna cybeesTa 1 Henonkay
B TOMNBED OAHHBIM CYELEETOM B NpoUgcce QODMUDSEANKMA UWDPOB0A NoOnHEcK.
[MCO/M3E 14888-1. 2008, [4]]

WigaHwe opHUMENBHOR
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313

KMioY NpoBepkd noanKcK (verification Key )l JnesedT JadHbi, MaTerMaTiYeckd CEAIaHHEIA © KNYon
NOONHCH W ACHONLIYEMEK NPOBERRIOWER CTOPOHOA B NPOUECCE NPOBEDHM LUdpOoBOH NOONKCH.
[MCOMIZK 14888-1:2008, [4]]

314

napametp cxemid AUN (domain parameter), 2nemedT QadHbix, 00WHA gnA pcex CyBbLekToR CXamibl UM
POaCH NOONKHCH, HIBECTHRIA MNK OSCTYNHEINA BoeM 3THM CybbaKTanm.
[MCOMIBK 14888-1:2008, [4])

315

nognicanHoe cooblwenne [signed message). Habop anemeHToR Jankb, COCTOAWWA M3 COoDLYEHHA i
NCMONHEHKA, ABNRDWETOCA YAcTRO CooBLeHHA.
[MCOMIZK 14888-1:2008, [4]]

316

nocnegoBaTeNLHOCTE NCeBAoCNYYalHEIX Yyncen (pseudo-random number sequence): Mocnegoead
TENEHOCTE YHCEN, NONYUEHHaA B DEayNLTATE BhNONHEHHA HEROTOROMD ApUEMETHYECKOTD [BalMUCTHTENEHOTD
NpoUecca, MCNONBIYEMaA B KOHKDETHOM CNyYas BMacTo NocneaoBaTeneHOCTA CNYYaiHelX YHcen.

[MCO 2382-2:1976, [1]]

T )

NocCnefoBaATENEHOCTE CNYYaRHBIX Yacen {random number seguence]: NocneJoEaTENLHOCTE HHCEN
KasKOoe U3 KOTODRX HE MOMeT BblTe NPEOCKaiaHs (BuYACHER0) TOMBKS HA OCHOBE AHaHWA NDESWECTRYHILLMK
Ay HHCEN JaHHOA NOCNegosaTensHOCTH.

[WCO 2382-2:1976, [1]]

318

npousce NPpoBEPKM NoAnKeK (venfication process): MpoUecs, & KAYECTER MOXOAH LK AAHHEX HOTopOr
MCNONLAYITCA NoGNHcaHHoe cooBlueHe, KNioy NpoBERKA NOSNWCK M NapaMeTpel cxemel ILUMN, peayneTaTom
KOTODOrD ABMNASTCA JAKNKHEHKWE 0 NPADHNEHOCTA MO CUMB0YHOCTI UgpoBoi NoanMc9.
[MCOM 3K 14888-1:2008, [4]1]

314

npouece hopMHMPOBAHKA NOANKMCH [Signature process): NpoUecs, B KaYECTES MCXOOH bIX DaHHbIX KOT0
OTD MCNONBIYVIOTCR COOBWEHME, KNKY NOGNACKH ¥ napameTpel cxeme UM, a 8 peaynetate GopMupyeTcH
L poBan Nognnc,

[MCOMIIK 14888-1:2008, [4]]

3.1.10 cenpeTenscTBO (Witness), JNeMedT JauHes, NpeJcTaanAiouwna CooTRETCTEVIOWEes 00KaA3a-
TENECTE0 QOCTOBEDHOCTH [HEJOCTOBEDHOCTH ) NOGNWCH NPOBEDAIDWEA CTOROHE.
3.1.11

cAyYalHos Yyacno (random number). Hueno, BeIGpadHoe M3 onpedenadHoro Habopa wacen Takwm obpad

HOR, HUTO KOO8 YHCNO M3 gaHHore Habopa MomeT GeiTe BRIGpaHD © OOMHAKDBON BEPORTHOCTEID.
[MCO 2382-2:1976, [1]]

3112

coobweHue (message ). CTpoKa DUT NPoMIBONEHOR KOHEYHOH ANWHE.
[MCO/MIK 14888-1:2008, [4]]

3.1.13

xaw-wof (hash-code): CTpoka GUT, ARNADLLAACH BREOOHBIM PEIYNETATOM KIW-0yHELMA.
[MCOMIK 1458812008, [4]]
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3.1.14

X3-chyHrumna (collision-resistant hash-function), $yHEuua, oTobpakaKwas cTpokK SUT B CTpOKK GMT|
DMHCHPOBAHHOR ANKHEl ¥ YIOBNETRGRRIOWAA CNeayiowHM CRoHCTRAM!

1) NO OAHHOMY IHESEHAR (YKL CNOMHO BEYACTINT B BCXOOHLIE DAHHEE, OTODDEHASMBIS B 3TO IMASEHHE)

2) ONA 3a0aHHRE MCXOOHEN JAHHEN CNOMHO BeIYHMCAMTE OPYTHE HCXOAHLE OaHHLIE, 0TOSpAKAEMuIe B
T0 e IHIYEHAE Dy HELNA,

3) CAOMHOD BEMUCITE KAEYI0-NAG0 NApy ACKOIHLIK AaHHLE, OTOBDAKASMEIY B OOHS 1 TO ME IHAYSHWE.

[MCO/MEK 14588-1: 2008, [4]]

Mpuresanms

1 MNpureHdTENEHo K 05NACTH SNESTROHHOA UMD POBEDRA NOLN@CH CEGACTES N Nepeyscnesd 1) NogpasyMesaearT,
4T N0 MIBECTHON SNEKTPOHADR U#dpoaol NogNHCK HEBD3MORHD BOCCTAHOBWT: MoXoaH0e coolwesHe; CA0RCTE0 NO Ne-
pEMHCNeHsn 2] N0OpE3yMEBSET, STo ANA 38S8HHOMD NOAN@CAHHOre cooBuersa Tpya=o nogoblpate apyroe (Ganecy diu-
yMpoBaHHoe] cooBleHHE, UMBHIWES Ty HE ANSKTPOHHYH YW@pOBYSS NOONMCE, CEOACTEO M0 MepEqAChEHdD 3)
NogoasyMESEET, 4TO TPYIHO NoA0BpaTe Kaky-nado napy cool W esHd, HMEDLWWE OGHY @ Ty He NognEcs.

2 B HACTOALYEM CTAHGAPTE B USNAY COXPAHEHHWA TEDMUHONGIHHECKOR NPEEMCTESHHOCTH © OSACTEYSLLWMA OTE4ET-
TESHHBIMY HOPMABTHBHEIMKE S0HYMEHTEMH M 0Ny ENEKCEAHHEIM M HAYHHO-TEX HUHBCEHMA W3DAHUAMK YCTAHOBNSHO, 4To TEQ-
MdHB  BXAW-PYHEUWAS, SEDUNTOrpadH«ecKas X3W-dyHEURA, o YHEGMR X3WMDOESHHAY W sKPUNTOrpad@Yecian
yHKELMA NAd POBAHMA S RENAKTOR CHHOHWMERY.

3.1.15

[anexTporHan uWpponan] nognuce (signature), 3UMN: CTpoxa BAT, NONYYEHHAR B PEIYNETATE NPOUEc
Ca POpPMUPOBAHKA NOOANHCH.
[MCOMBK 14588-1: 2008, [4]]

Mprresasma

1 CTpoka GuT, AENAK W AACA NOANWCEH, MOKET HMETE BHYTDEHHGH CTPYETYRY, SH3MCALLYH 0T HOHEPETHOID MEKE-
HUIME POpMARDBEHHA NOONHCH.

2 B HACTORLUYEM CTEHOAPTE B UENAY COXPAHEHWA TERMUHONOIHYECKOA NPEEMCTREHHOCTY © OSACTEYRLLMMHA OTE4ET-
TESHHEMY HORMETHBHEIMM LY MEHTEMH M ONYENHROEA HHBIMK HBYHHO-TEX HUHEBCEHMA W30AHUAMY YCTAHOBNSHO, 4TO TER-
MEHE @ 3NEKTROHHEA NOONHCEs, dUWE POEAR NOANUCEY W a3NEKTPOHHER YWPEOBEA NOSNECE s RENAKDTER CHHEOHEMEMH.

3.2 OfoaHavyeHuA
B HACTOALWLEM CTAHOADTE NPHMEHEHEI CNEayIolHe o0IHAYSHWA!

v, — MHOWECTEOD BOEY OBOMYHBIX BEKTOROA OMHuor [ GuT;

W — MHOHECTEO BoeX OBOWMHHLIK BEKTOROS NPCHIBONEHONR KOHEYHOR ONKHE,

z — MHOMECTEO Boak LENbXE YACEN,

i — MpOCTOR YWCno, B = 3,

Fy — KOMEYHOE MpocTo® none, NEegeTABRNASMOS K2K MHOMECTED W3 0 WENRX  YWcern

01, ....p=1}
bmod p} — MHHRMANEHOES HEOTDWLATENEHOE YUCND, COARHKMOER C D NO Mogyrme o)
— coobwenwe noneIoeatens, Me W)
iy |1h) — KoukaTeHaguA (0GbeauHeHne) 08YY OBOWHHEIX BENTODOE,

a, b — KOIMPHLHENT L INNHNTHAYNECHDR KpHR0N;

— NOPALOK PYNNE TOYEK 3NNHNTHYECKON KpHBOM,

— NOPALOK NOArgyNiel FEYNNsl TOHEE ANANTHYSCEOA KPRBOIN,
— HYMEEAA TOHMKES INMHANTHYECKDN KPHEDE,

— TOMKS IMNENTWHECKDE KPWBoM NopAaka q;

— UEM0E YUCAoS — KNKY Nognucik;

— TOMKS JNNMHNTANECKSH KPUAoH — KNoY NPOBEPKA NOSNMCK;
— urdipoRaa NogNKck Nog coobwennas &,

S Tmoe s

4 QBuwKe NONOKEHHA

CHwenpHadanHan cxema (Mogens ) ukbpobsi nognscy (o, MCOMM3EE 14858-1 [4]) oxpaTeiBaeT cnegy-
WILLAE NEpOUecchl
= TEHEpaUrs KNioYei (NOQMNKcK 1\ NDCEESDKE NOONKCK ),
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- IOpMHPOBAHWE NOONHCH,

= NpOBREPES NOANMCH.

B HacTORWEM CTAHAADTE NPOUSCE rEHEDalrH Bosel (ROONKCH M NPOBERKK NOOMKCH ] HE DRCCAMOTREH.
XApAKTEDWCTHEA H CNocoDk PEANMIALWHA DaHHOTD NPOLECca ONPEIenAKTCA BOBNEYEHHLIMIA B HETO CyTbekTa-
MK, KOTOPLIE YCTAHABMNWBAKT COOTESTCTEVIOLWMKE NADAMET Rl M0 BIAWMHOMY COMMACOBaHMK.

Mexaduan yudpopol NOGNKMCK CNPEOenASTCA NOCPEACTEM Deanvaauuy OBYY OCHOBHEL NOoUeccon
(caa. pazgen B

- hopMHPOBaHAE noankcy (oM. §.17;

- NpOBEPKE NOSNWMCH (ca. 521

Uwndposan noandce npedHazHadeda gna ayTedTidvEadun niua, NognvcaBllernd aNekTpoRHDE cood-
wieHHe. Kpore Tor, Hononeaoead«e UM NpegocTagnAeT BOIMOEHOCTE OGSCNeqYHTE CNedyiollHe CeOHCTES
NP NepeaaYe B CHCTEME NognucaHHore cooblyeHna:

- OCYLWECTENEHAE KOHTPONR UENOCTHOCTH NEDeaasaemors RoOnHCaHHorg coobUeH WA,

- DOKa3aTensHOE NoOTREQHASHKWE SBTORCTES NMUA, NognUMcaBwero coobulaHne;

= AAWKNTa COOBWEHWA OT BOIMOMHOIE TOOZENEM,

CHeMaTHYEchos NPeqCTARNEHHE NOAMNKMGCAHHOMND COODIWLEHHA NOKAZAHD Ha pUCYHEES 1.

JlonorE-

Y

Confymenes M Liioponss noameo & TascT

PucyHok 1 — Cxesa nognncad=ors cosfiuedna

Mone s TeksTs, NOEAIAHH0E Ha JaHHOM pPUCYHEE W JononHAowes none aUndposan Nnognvces, MOomeT,
HANPHMER, COASDHAaTE WOEHTHgMKATODLl CYELEKTA, NOGNMEaBLLETD COOBLLEBHIAE, WIANK METEY BOEMEaHH.

YETAHOBMEHHAR B HACTOALLEM CTaHZAPTE CXema UdpoBol NOONKCH QOoMEHa GBiTE DEanUs0BaHa & Uo-
MONEIOBAHWER ONEDALHA MEYNNE TOSSK IMTHNTHYECKOA KPHBOH, ONPeena ROl HAD KOHEYHER NPoCThiM No-
NEM, 8 TakHe XAl -gryHELHK.

Kpurrorpadi4eckas CTOMKOCTE JaHHON CRemMbl UWWPDoBoH NOQNMCH SCHOBRIBAGTCA HA CNOMHOCTA DELUe-
HIAA 38,0844 QWCKDETHOMN NOrapHdiMMpOBaHWA B IEYNNE TOYEK ANMMNTHHECKOR KPWBON, 8 TAKKE HA CTORKCCTI M-
MONBIYEMOA XIU-EyHELNMA. ANTOpPUTMBl BRIMUCAEHRA X3W-OyHELKKY yoTaHoeneHs 8 TOCT P 34112012,

MapameTpil CremMbl UppoBoA Nognuck, HeoBxodMMels ANS a8 DODMADOBaHMA K NPOBEREA, ONpegene-
Hel B 3.2, B HACTOAWEM CTAHGADTE NDSOYCMOTDEH BOIMOMHOCTE BRIGODa 0OHOMD M3 JBYX BADHAHTOR TpeGo-
BaHMA K NapameToam.

HacToRWKA cTadoapT He CoNpeldenasT NPOUecs reHepaudHi NapaMeTpos CXembl UndpoBon noanucH.
KOHERETHEIR anfopudTM [Cnocol) peandadaund GaqHoro Npouecca enpegenfeTcd CyDLakTaMd cxembl undpo-
BOM NOONACH HCXOAR W3 TREDoBaHKA K annapaTHo-NporpaMMHel CReOcTBaM, PeanUavioWHe ANEKTROHHBIA
OokyMeHToobopoT.

Unibposas nognvce, NpeJcTaEneHias B BUOe AB0HYHOM0 BEETORA AnuHol 512 unw 1024 BuTa, gorssa
BlIHMCAATECA © NOMOWER CNPELeneHHoro Hatopa Npasnn, Wano#eHHbIX 8 6.1

Hatop npasun. NoIBonakwMe NEHMHATE NKEG OTBERrHYTE Urthpoay o Noandcs Nog Nomy-eHH b coob-
LyeHHEM, yoTaHoeneH 8 6.2,

5 MatemaTH4ecKkWe oBLeKThI

Ona onpegensgkds cxenisl LUudpoRod Nognuck HeobxolumMo ondcate DasoBwie MaTeMaTHYSCKHE
0B BEKTE, HCNONBAYEMBIE B NPOUECEaX &8 (POPMUDOBAHKMA U NPCBERKK. B gaMHom pajgens yoTaHOBENEH
OCHOBHBIE MATEMaATWYECKWE ONPEgenaHia W TpebosarkA, NpedLABNAS MbIE K NapaMaTpamM cxemiel Ui po-
BOH MOOnEcA.

51 Martemartvyeckde onpeoeneHMa

SNNANTHYECKOH KPUBOR E, ONpeaenedHon Had KOHEYHEM MPOCTEM MOnem Fp (rae p =3 — NpocToR 41c-
noj, HAJBIBAGTCA MHOMECTEO NAP (X, ¥), X, ¥ = F, YOOBRNETEOPRKILKY YPABHEHKIO

¥ =5+ ax + b (mod p), (1}
roe a, be Fﬂ H4a® + 2TH He CpDaBHMAMO C HYTIER 0 MOOYND D.

4
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MHBapMaHuTomM aNNBNTHLECKOR KPUBOR HalkIBaETCR BENMYrKa E), YOoBNeTE0DAIDWLEA YPaBHEH KO

3
JE) =1728 —*2 imod p). (2]
ds° +27h

Mapel (¥, y), rae x, j — INeMedTel NONA F | yAENeTEORAOWWE YPABHEHHID (1], HA3LIBAKTCA «TOHKAMK
DMANTHYECKONA KDHBONA E0; X W ¥ — COOTBETCTREEHHD X- W Y-KOOPOMHATAMA TOYKH.

Touka annunTryeckol Kkpueod oboanavaetca Qx, ¥) wnwn npocto O B TOUEM ANNMNTHYSCEDN KDHBOR
LRBHEL, ECNH PABHE! WX COOTEETCTEYEGWME X= M ¥-KOODDMHATEI.

Ha MHOMECTEE TONEK INNHATHYECKOR KpHBOR £ onpedeneda onepauKs cnoseHins, 00oiHasasman sHa-
KoM w40, [INA QRYX NPOMIBONEHEX Tover Q, (x,, ¥, ) Q{x, ¥, ) aNNUNTHHECKOR KPMBOR E pACCMATDHEIIOT He-
CRONBKD CNyYasa,

Ona todex Q, W O, KOOPAWHATE! KOTOPLIX YOOBNETEODAKT YCNOBUK X, + X, MX CYMMOA HA3BIBABTCA TOY-
ka Oy (. W), K0OPOMHMATE KOTOPOR ONPeOenAinTcA CpaaHEHnAMIA

[x, =4% —x, - x,{mod p),

(3)
1¥y =20x, - x,) - y,{mad p),

rae &= Y2h (mod pl.

Ko — X
z 1
Ecnu BRINONHEHE PABEHCTEA X, = X, W ¥, = ¥, # [, T0 KOOpOWHATE! ToOUKKM O, oNpeaenainTca CNeayiowMm
obpaaom:

| %5
h’:-:

~2x,{mad g},

2
{4
ey — %3] =y, (mod p),

h
2
35y - &

2y,

Ecrnu BeiNQiHEHE YCNOBWA X, = X, U ¥, ==y,(mod p], To cymMmMa Toqex O, 1 O, HaIeBasToh HyNeaod Toq-
kol O Ge3 ONPEOENaSHMA B8 X- 1 V-KoDpOMHaT. B 2ToM cny4as Todka O, HalwlBaaToA OTPUUAHWEM TourM 0.
Ona uynesoi To4sd O BeiNONHe e paBeHcTea

rae i = imod o).

Q+0=0+0=0, {3)

rag O — NporaBonsHan TOYES ANNHNTHYSCKOR KpUBoE £

OTHOCHTENLHS BEEORHHOW CNepauM s CROMEHWA MHOKECTES TOYEE ANNUNTHYECKon KpMBECH E amecte C
HYNEBOH TOYKON 0B pazyvioT KoHedHyio abenesy (KOMMYTATUBHYIO) TRYNINY NOPALES /M7, ONA KOTOPOTS BuiNonHEe-
HO HEQABEHCTED

pri1-2 o=m=z=p+1+2Jp. (&)

Touka @) HAZRIBALTCA *TOYKOW KRATHOCTH e MW NPOCTO KpaTHON TOYKOM INNUNTHYECKOR KpuBoHh En,
SCNK ANA HEKSTOPOA ToOUKH P BENONHEHD DABSHCTRS

Q=P+ +P=kP. {r

e e —

L
5.2 NapameTpbl UWHPOBOH NOONKHCHK
MapareTpama cxembl UMPEoROE NoOgNKCH SRMNAKTCA!
- NPOCTOR YHUCH0 0 — MOOYNs ANNANTAYSCKON KDHMBOM;
< AnnNUNTHYECKan KpMean £, aanasaeman koadubuumedTamu a, b e Fp:
< LEN0E YACNO M — NOPASOK MEYNNk TONEE AMMWNTASECKON EpHaci £

NPOCTOR YHENO f — NOPAGOK WWKNMYECKOR NOOrpy sl TEYINE TOYSEK INAMNTHYSCKOA KpUBol £, anA
KOTOPOND BLINONHEHE CHEOYIOWWE YCNOBHA!
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[m=ngneZnz1 . (B}
12251 o g e 2P 2% - g o251

- Todka P o2 O INNANTHYECKON KPUBDA £, ¢ KOODOWHATAMM (X, ¥}, YOOBNETEOPAKILAR DABSHCTEY
gF=0;

- XoW-pyHkyMA V- Vo oTobpaxaowan coobliensa, NpeacTasneutse B BULE J80dHHEX BEKTODOR
MPOMHIBOMNEHOR ECHEYHOH ANWHBl, B OBOMMHLIE BEKTODBI AnNWHbl § BWT. Xaw-dyHELWMA onpedensda o
MOCT P 34 112012, Ecnu 225 < g < 2256 1o [ = 256, Ecnw 2508 < g < 2512 1 [ = 512,

Kaxge NoNe30BaTENs CXEME UM POROHA NOGNMCK AoNKEeH 0GNALATE NAYHEMEA ENI0YaMIA

< WMIOYOM NOANKCH — WENEM S4Cnom d, YOoBRMNeTEO RO HepaercTay O < o < g

- KIIO4OM NPOBEDKK NOGNACH — TOHKOH SMNNRNTHYECKOR KEPHBOR O C KOOPAWHATAMM (X ¥, |, YOOBRNETRO-
pRWER papercTey dF = 0

K npreefeH s Bsllé NapaMeTpam cXemMsl yubposod nognuck npedsasnsioT cnegyiowwe Tpebopa-
HHA:

= OONHHD BbiTh BHMNONHEHD yonoede o' = 1 (mod q) onA scex ueneix =1, 2. .. 8, roe B = 31, acnd
2 e g = 27y B =131, acnu 2778 g = 2570,

< OONHHO GhiTh BLINONHEHD HEDABSHCTRD 77 = 0]

< HHBEAPWMAHT KPWMBOKW OOM¥EH yACRNETRODATE yonoawAs: JE) = 0w HE) = 1728,

53 [JBOoHYHELIZ BEKTODELI

Ona cnpegenedus NpoUeccos QODMUDOEAHKA 1 NPoBREPKM UMdpoBol NognMck HEo0EooUMO YoTaHo-
BWTE COOTRETCTBME MENDY UENEMA YHCIaMH 1 DBEOHYHEMKE BEKTODAMK DNHHEl | BT,

PaccroTpHm Chegysowiid JBOHYHER BEKTOD ONCMHE0E F OlT, B KOTOROM MNaOWne STkl Dacn oo bl
Ccnpaea, 8 cTague — cnesa;

B=la,_, ..., w) he¥, (9]

rag, (=0, /= 1 pasHo nubo 1, nubo 0.
HYucno o = £ cOOTRETCTEYET Ja0WYHOMY BEKTODY fi, 8CNK BLINONHEMD PABEHCTEO

a=Y a2 (10

=0

Ona gpyx QROMUHEDR BEKTOPOR

| =

=, PEICTRS ut:l.

- 11
2= g gl (11)

=y

COOTRETCTEYHLME LENLIM YMCnas o W [, Cnepauka KoHKaTeHauMd (06ee0dHeHnA) oNpeqenaeTon Chnegyio-
LM ODpaIosa:

I (YT - S Y | (12}

UE'I:E,QI.-'II-I_&HHE: NpegcTaenAeT CoSol OBOWMYHEIA BEKTOD ONHHON 2§ ST, COCTARNEHHBIH M3 KOMOOHEHT
BEETODOE 1, Wi,

Dopeayne (11 1 (12} onpegenanT cnocof pazbve A QBoHYHOMD BEETODA .'T,HH: anuHoi 21 GuT Ha gpa
OBOMYHER BEETORA ANWHCH F BT, EOHEaTEHAUKMER KOTOPLIX OH ABNASTCH.

6 OcHOBHbIE NPOLECCHI

B ganHoM paigens onpedensts Npoueccs! opMUpOBaHKA W NPoBEDKM LWADoBR0OA Noan|oK nog, cood-
LEHHEM NONbICBATENA.

[nA peanqaauma adHex Npoueccos Heobxoauma, 4To0R BCEM NoNEI0BATENAM DeUTM HIBECTHL Napa-
METPE CXEMEl UHDPoBOH NOANKCH, COOTRETCTRYIOWWE TpeGoBaHWAMm 5.2,

Kpose Toro, Kak i NoNs308aTens AOMHKEH HMETe KNOY NOANACK 0 W KNKY NpoBepik nognuck Qx,, ¥ ],
KOTODBIE TAKKE O0MEHEl COOTEETCTEORATE TREDoBaAHKAR 5.2,

G
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6.1 Popmuposanwe uWdpoRoH NoOOgNKCK

Ona nony-Hesds UHEposod noandcy nod cooblwensen M =V HeobX00MMO BRINONHWATE CIGEDYHILME
OEACTEWA (LWard) no anropuTsy 1

War 1 — BeYMchnTe xaw-ko0 coobeHua M i = A{M). 13

War 2 — Be4MCNUTE LUEN0E YHCN0 o, ABCHYHBIM NPEACTABNEHMEM KOTODOrD ABMNASTCA BEKTOP N, KU
onpegennTh

& =o {maod g). {14]

Ecnue = 0, To onpgepenite & = 1.
War 3 — credepipoBaTe CNyYaiHoe (NCeefocnyHalHoe) Lenoe YWcno K, YOOBNETECDAWEE HE-
papeHCcTEY

Q<k<g. (15)

War 4 — BRYHCINTE TOYKY ANNWNITHYSCKOA KpHeoi C© = kP ¥ onpegendTe

r=x, (mod g, {16)
rae ¥ — X-£00pAMHATA TousKn C.
Ecnu r =0, TO BEPHYTRCA B Wary 3.
War & = BEYHCIHTE AHAYSHHE
S= 4 + kelimod g). {177)

Ecnu s = 0., 7o BEpHYTLSA K Wary 3.

War § — BeYHCiNTE AB0HYHBIE BEKTOPR 7 W 5, COOTEETCTEYIOWME MH 5, 1 ONPeaenvTe UAgdposyio nog-
Mice 2 = 7|5 KaK KoHEaTEHALWD 08y GROWYHEX BEKTODOS.

McxoOMeikb GaHHbIMA 2TOMG NPOUEecca SRNARTCA KoY NOANMCH & W NoaAnvckBaesoe coolwermwe M, a
BEIXOOHEIM pEIYNETATOM — UWEPCEAA NOGNACE C.

CremMa npouecca HopMUpoBadka LWhpoBod NoAnHcl NpHBEEHa Ha DHCYHKE 2.
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LLiar 1 = BaPBACTHHNS XR--EMN

¢

Llker 2 — o OTSHS T N ONPEOENEH N §

'

!

FucyHor 2 — Cxema Nnpousccs popMADDEIHAA YUMpoBOA NOSNHCH
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6.2 MNpoeepxa WHPPOBOH NOONKWCH

Ona npoeepkl LWhpoBoH NSgnKcK 2 Nog NonyYeHHem coobwernnan & HeobXo 0 M0 BRINONHWTE CREay-
LWKE OEACTRWA (Wark) no anroputiy 1

War 1 — no nony4eHHod Noandcy 2 BelHHCIHTE WeNbe 9Mcna r W 5. Ecny BeiNoNHeHs HEpABeHCTRS
O=r=<g 0=g<g ToNSPEATH K cNedyweny wary. B NpoTHEHOM Chy4ae Nognuce HEBEpHE.

War 2 — BEYMCIMTE X3W-K00 NONYYSHHONe coodweH3a M:

i = h{M). (18)

War 3 — BE4UCANTE LEN0e YACNO o, ABOWHHLIM NDeACTABNEHWEM KOTOROTD ABNASTCA BeKTop h, W onpa-
LENNTE

& =oimod g). {19)

Ecnue = 0, To onpenenkTe e = 1.
War 4 — BRYHCNHTE aHadYerke v = e (mod g). (20
War & — BEYKCIUTE AHAYEHHA

z =3¢ (modg), z,=-rv{mod g). {21)
War & — BLMHMCIATE TOHKY JAMNANTHYeCKOA Kipueoid C = 2,F + 2,0 1 onpegeniTs
R = x, {mad g}, (22}

rae x, — x-E00pOMHATE ToHEM G

War ¥ — ecn BLINSNHeHo pAseRcTan & = 1, To NOANKCE NPHHWMBETCR, B NPOTHEHOM CNYYae — noanucs
HEBEOHA.

McxogHeig DaHHbIMA 3TOG NPoOUEecca SENARTCA NOANMCAKHOE CcooBwerte M, uudporas NognKce 2 1
KMo NEPOBSOEA NOANKHed O, 8 BeXOAHLIM De 3y NETATOM — CEXAATENLETRED O NOCTOREDBHOCTH MW OLWWMBIYHEC-
TH JaHHON NoSNMCK.

CremMa Npouscca Npoaepid UM poRoR NOOnKucK NPUeaegeHa Ha pucyHEe 3.
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Ll J — e [ W NI &

¥

liar4 — sMvONOHME ¥

¥

Lliar 6 — BuFSAGTIHAS Xy N 25

i

Lk B = ] OOl TN LI W Ml
gnach G= 2P + 50 B onpoganoe R

FucyHok 3 — Crema NpoUuecca npoaepEd UMD PpoOBOH NOANHECH

mw
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Mpunosadue A
|cnpaBoiHoE)

KoHTponkbHbIe NpHMepl

ﬂpnanu.uume HH=E IHa-eH A NapaMeTpoa p, a, b, m, q, .3 TAKsE IHAYEHHAA KM@ NOSNHECH W NpoESpCA NOQRACEH
dnQ PEECMEHOYETCR MCNONEIDBEETE TONBKD ONA NPOESPEN KOPREKTHOR FIEEIII-THI KOHEpE THOM PEANNIAUMY aNTopuUTHMOE,
OMACAHHE X B HACTOAWENM CTAHOApTE.

Boe HHCnNoBRE IHAHEHUR NpMESdeHE B QECATHYMHOA W WACTHAAUATEDMY HOR 33NHACH. HH#HWAR WHOSHC B 33NUCH “Ho-
na oB03HEMEAT OCHOBAHME CHCTEMBl cHrcnesva. CaMmaon o\\e cboadayaer Nepe=oc HWCNa HAE HOBYH CTPOKY. HanprMep.
38NUCE

123454
B7BS0,,
49060202,

NpeACTEENAET yenoe vrceno 12345678080 B nECATHYHOW W WEBCTHRILATEDWYMHON CHOTEMAN CHHMCNEHRHA COOTRETCTEBHHO,
A1 MNpusep 1
A1 MNMapameTpbl cEemMbl WH@PoBEOA NOANMECH
Ana fopMEpoBAHHA W NpOEEpEM UARPOEOR NOOMHCH JONEHE BeTe WCNONEIOBAHEl CASLYHLWE NAREMETIR
{cM. 5.2}

A1 Moayne SNNANTHYECKOA KPMBOR
B faHHOM NpMMEpEe NAPAMEeTpy 8 NPWCEIEHD CRe Oy as IHANBHNE:

0= HTHSG0A46 18658097711 TRS4925043430535260
BA4302332820282019T26792003056564821041
o = 0000000003000 000303030 000000 000000000000 0000000000000 00000431,

8112 KosdhPMUMEHTEl 3NAKNTHYSCEON EPHEOA
B 5aHHOM NpMMERE NAPAMETPEl & M U NPHAHAMEKNT CNEAYHLUHE 3HAHEHUA:

a=7,,
a=T,.
b= 4330887 E548TET V005 TES004 5056500319051

942111 7944510305852 5206364 2033849530414, .,
b= GFEFF49BAARIBCE39BEE022FBAFEFAOSEIFEEGAM T 2FC2AST1ACOCESDAEZIBYE,

A.1.1.3 NopRaock rpynnel TOMEK 3SNAMNTHYECHOA KPHBOR
B DaHHOM NDMMEDPE NAPAMETP M NPMHUMEST CNeQysiULes SHANEHHE:

m = 5FE06044 618653097711 FES49250434 3053920
0820345827 254 5062236007 350821 37621060619, |
m = S000000000G0 0000003000000 0000 150F EEA13020FE1 840580 FC1B3ACCFEBY, .

A1.1.4 NopRAOK UHENWYLSHOA NOATPYNNE! TPYANG] TOYSK SNNHNTAYECKOH EPHBORA
B SaHHOM NpMMEpRS NAPAMETR § NERHEMEET NS0y DUYSE SHANEHAE !

g = STESE04AE6 1365600711 Fa54 02504 343053024,
FOAZ034 58T 2545082236007 3501 SPE 06061, .
g = 3000000H000000000000000000000001 S0FEBA1B929T61 540500 FC193ACCFEES .

A 145 HoaghiPpMUMEHTEl TOHMKM SNAMNTHHBCHOE KPHBOR
B DaHHOM NpUMERE KOODOWHETE TOHMEH P NPRHAME 0T CNEAYHLUME SHEYEHWA:
k=2
K, =2
¥, = 4018974 056533037 5033 354424 22037059 T
THEISTILIERN0554 50806909 FEIBE21 3431566280,

Vo = BEZABADESS14TDABDEI 1 E0I0E 160150
CHSCeFFOANCAZET1 22B96ABEBCEATVERFCE .

A6 Knwy nognMce
B naHHOM NpMMERS CHWTAETCA, 4TO NONB30BATENE CONANEET CREDYEIL WM KN040M NOG0HCK o

d = 5544 1 1060853652461 26365624 13032418314
BESFEIODZ22 34001657 2108087 T H000600 525544,
d= TASZSADETESERBOBE1DEDASLDOILATICY
T1BEOUE T FAS3STEEETD1OCESSRIECIBEE, .

iR
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A AT Knod npoBERpEA NOANKWEK
B DaHHOM NEHMEpSs CHATEETCR, 4TO0 NONEICEATENE OBNALAET KNGHOM NPDEEDKE MOGNACH O, KDOPOWHATE KOTOROrD
MMEHT CNEeLyHILWE IHAYEH W
X, = STS202161261 TEE0844 36314 050233380714
1TEE30 0420631363218 2806 741 34 2206604 850403,
¥, = TFZBASEZTODBEDO0DASISBECASEBSN
OC58585BA1D4EOBTRAFGEA0DBDEESEFDAOE,
L= 1TEHEMMQE13?&1EHBSDQJHWMEEJUBU\-
031 ad 26620453636 3026070984 TES04 382867630904,
¥, = 2EF1B4BODET0IDDIBSCA413ADT BN
CHEAFEADICEUIDIEELTDFFEBIDIASBTFFTIDA

A 1.2 NMpouvece GopMEPoBAHMA LW posol nognucK [anroputm 1)
MycTh NOCNE BENOAHEHAA Waros 1—3 no anropaTiy (o, 6.1] Senn nonyYeH s CNe0y0Ww e SHCNBLIS 3HEYEH W
&= 207088936T44TE45201 7134061 561508270130
DE3T1425103 7065328005261 725266 1468872421,
&= 20FBC1B3TI0E9A11 BRCODCEZEOEEN
CEIFCESZ02AB1022EBEGTECEBETZBDA3EES,
K= 53B5413VET T I4BAGIT 3140384 1 14T O0EE 1920
415040034 34 30202071 206083852 8893106233305,
b= TT105CABZ0BC DS 1 22B23CECFEFCCY
THOLEDEZIB14EQEBTFECG4FEDO24504DCEARD,

Mpw 3ToM paTaan Touka O = kP HMesT KOODAHHATRI
x_ = 2OT0008001 581705267 437120403 393825604,
GO42ETEI10TO0431 965163266708 2059210033305
x = 41AAZADIF1AB14BIBOCDUEDSEFED
A4 fH?d-l:lﬁ 555444276 THASADMMIFDIBDC040T,,,
¥o= A2B4Z0352TEEBAGEIA T FODAGEE32 2517 0845
0604721 032454543268 1328545565302 74080010,
¥, = A88C3T5A094 1A 3049E 33B 3436100
2041 72ADO3C3ESMIEDEZTE0SD22AGTFAE4GE, .

NapareTp r= & {mod Q) NPUHAMAET JHENSHME!

r= 28T009808158 1 THS28 4 3T 120428 3038 25650
S04 22FEI10T90431965 1632667 08 205982 10033385, .,
r=41AAZB02F 1 AB148280C09EDS6FEDY
A4 1O74053554A42TETEASADU4IFDIaDC0403 .

MNaparMaTp & = (fd + ke imod g) TPAHAMEET SHEYSHRE:

2= STA8T 002 TO084654 1 TEO2531 001 914 7030
B455227 042840008583 033718080 175515838552
5= 1450 CEe4BA4EA2A 18030 23EA03AE0240B COEDAF FAEBE31DFIZE0MAFECEBFACAT,

A.1.3 Npouece npoBepiy uipposol nognkmcy (anropyite 1T}
MycTh NOCNE BENOAHEHAA Waros 1—3 no aNropatiy e 6.2 Geny nonyyeHs cneayoli@e S ACNGER e IHENMESH WA

&= 207088938T447645201 F1 340681 561508270130
OE3T14251537065328005261 725266 146887242 .
= 20FBC183TIDASAT1 BRCODCE2EOEEN
CB1FCESZ032ABT1022EBERTECERETZBDA3EES,

Mpw aToM napasMeTp ¥ = &' mod G} NpUHUMEET IHAYEHHE!

v = 1766683605034 4686 T 7 30171382400 02685
G2T4GE8I0806 TE4SGT1 528803657 24311457 18974, .,
v = 2T 1AGEEAZOFBSERCA2IE 3896455588
20D3BALSCTBFO4SEEFACEF 33170835402,

NapaMeTp 2, =S¢ (Mod ) # 2, =—rv (Mod §) NPUHUMERT 3HAMEHUA:

2, = ATe0916T50090193855684 1067 29351 265614
0341345180491 94261 030453241 274 37200590759,
z, = B35HFBFFEIBFFCODABCTE2AZDFIAN
392TDAMDTTOOT205F FEIEE2FIATECO019B4F
2, = 1417100842 734347211 251 591 FO8A500TE5 T
GE4E6558389 M 2E621 1440903265 333367109221,
2: = 1221B4FBBFED10IOTAEC14AFAC2DAF T
EFACACFOFECIED 1 IBAES26D2TDAETEES,,
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Touka C = 2, P + 2,0} nmeeT KoOpAMHATRL

x.= 2870003051 5317052874371 20498 5933 2565990
CaZ2TE2107004 31880163268 TE 2068210933385,
¥ = A1AAZBDIF1AB143230C0D9EDSEFEDY
Ad197A053554A42TEFEEIADDASFD 3900493,
¥o = 3ZBA25ASETEGEABEIAT 004685322517 084500
EEOAT210324 54 54 32681 326545065302 74060810, .
¥ = dBOCIFSASOI1AIDAYEIZB 34361 00
20417 2ADSECIESMeDERYE95D22ABT FAEARE, .

Torna napameTp & = x_ (mod g) NpHHAMEAT IHANEHHE,

= ZOT00960015981 FA528743 71204083 036258081,
O4Z2TE2107004 31 085163268 TE205602 10833305,
Fo= 41AAZ8D02F 1 AB14B2B0CDSEDSEFEDW
AL19TA053554 A4ZTETEEIADDAIFD 38D C 4SS

MockoNsky BRNONHEHD PEBSHOTES & = ¢, TO LHPPREIR NOANMCE NEAHKMABTCA.

A2 Mpumep 2

A2 NMapaMeTpbl CEeMbl WHHPOBOA NOANMSH

Ona popsMEapoBaHEa W APOESPEN GWEMPOECH NOONWECH GON#HE BETe MENONEIOEAHL CNE0YI0WLME NAPAMEATRE (S8
5.2

AZ241 Mogyne aNNANTHYECHON KPHBGRA
B SaHHOM NpMMEpRE NAPAMETPEY B NPWCEIEH0 CRedysLWas IHANEHHE:

£ = 3823066 1022200036 3000 THATEI6838 743060213200 255346 T46050Y
BESA6150450856 1866 2400248258 B4B202227 1406854 D25000823603054
ATAS165T34 263822371 06408 T 22856200737 2403, .
g = 453TACDHFENO2ACT 50D 26 TBER2FEEADG2 2B 14B2FFBOOFO4DAER Y CODBSD 2D 150
F10852741AF4 FO4ADA5E804 FEROEASAE035BEI36FACZZ4DDE1EE4BBFGZABERSTS .

8.21.2 Koagh@PMUMEHTEl 3NAHUNTHYECEON EPHEDA
B naHHOM NDWMEpREe NApaMeTpsl & M B DPEHEME0T CRedyBuEe SHEYEHU A
a=r,.
a= T,
0= 1518655060 210828534 508050034 F 1404 311 54028 FATHET 7402064 364
10401862 335280908244 37037 32820756014 78597 A6 74 BGE04 160539 THE 367 F A4
GEE263264 139901 3605004 T4358118263096,
b= 1CFFOB0EA 51 1160AZIDECFASAESTEBTABBCSF AT TEADADOFDD T SEBEAOEC AT ACAY
381834MABZADTI224B0ASSC ASAEQCFFABCYESADC Z2ADDERITFADOAIOBAF 302ADC, ;.

A21.3 NopRAcK rpYNNel TOMEE 3IANKATHYSCHOA KPHBOR
B naHHOM NpUMMEpe NAPAMETR M NPHHUMEET CNeQysiues SHANEHHE.

M = 3623086102229003635907 TEAFS3683aT 43060213200 255346 TA6060A654 814
5045085616662 3069164806305 0328630684 9906 140407 043793658 545586510221 2%

7073480851 2618120619743,
m = A531ACDIFEQO23CTS500 267 BEBEFEEBIOZ2B14B2FFBAOFOAD4ERTCOSESD2D 15D

ABZF2DTECBIDEACT10905CoEECCAZAF 1 DEEEZSEDBER3C L0504 4AAF1BTEGERBDF, .

8.2 1.4 NopRAoK UHENWYESKOA NOAFPYNNE! TPYANEl TOYEK 3NNENTHYECKON EPHBONA
B naHHOM NpuMeps NAPAMETP § NPRHEMAEET CNE0YOULEE IHAHSHHE!

4= 36230861 0222003635007 FABTS36EIET4306021 32092553467 86050B6 54614,
5045085616662 3069164808305 0328630684 9906 140407 04379365854 5586510221 2%
OYOFIAB0EE1 2818120610743,

g = 453 TACDIFEDOZACTRS0D 26 FEER2ZFEEADG22E14B2FFEUOF04DAER T CORBSD 20150
ABZF2DTECBIDBACT10905CoEECCA2AF 1 DEEEZSEDBEL3CE0EDE44AAF1BTEGEGDF, .

A2A1.5 HosghdpMUMEHTEl TOMKM 3NAMATAYBCHON KPHEDRA
B SaHHOM NpUMERS KOODOMHATE TOHEH F NPAHHRENT CNSAyHUHE SHAHEHRR:

¥, = 1026356044067 022B4930030940124 31 37508007 7866354 5050 707435707 5401307 76641,
92685853544 106555768 10031848 7461 065800400321 2352684 2623558302507 20627632361
3403573274,
¥, = 240190 CEIST2EEI0FI0EBFEEBBFD TAGCS2 12838307057 COB2EFY1003ABACDTERY
FOB0611262CDBIBDCEBE0AATEEEBOIEZBBCEM00TTFACSIBABEI0F 1B120248A0A, .
¥, = Z2BATZBE033T107285097001215552047641636356232732050618030
14487425051102B6030167261 414190707 22717 08B070665038506503341 5238180
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7347 TOE835864 80T 605008 F 2401 3354
¥, = 2BB31 284 3BD2CESEODO2061ICEETACDDCFEFOE1ESIESFRCAF 244 FC269F 308 2Y
Ca3AB156DTFF1496BFTEBSZS1E1EE4E4 3D C1ATIAB 0 B2464086DBROZCB1ADDIT1E, .

A21.6 KEnwy noanwcw
B OBHHOM NpEMEDE CHMTESTOR, STO NONEI0EATENE OBNANAET CNeAY0WMM KNDYOM NoOARMEK O

d = 6100818041 3657 30062195381 5323984 TLA300684551 006953 1 5629823881354
SR4800606 301 P 2255383806304 23 3T 2ATO0STEEES 27995116827 307025048455 B3Y
TadOTEE121 1804 BEETHA60,

o = BAGI4AAADAEZA1BA4003604F TR0 FCO3081AOERS 146607 D0EETSOBESDAB 1020720
EE123B2200A05633220AD282VEZT14AZEIGEFEFD18AADFCEZOETEZIFA1EDDA, .

AZAT Knwoy npoBEepEn NOSNWEW
B naHHOM NpuMepe CURTEETER, WTO0 NONe3CBaTENE olNALAeT KNDYoM NE0ERDRE NOGNACH &, KOOPOWHETE KOTOROro
MMESHT CREMNYHLWS JHEYEH WA

x, = O0BS4EES30025 36596556600 TEAEE08303100069292T2546556261 59631
F2O65370312498563 1823204 368927005284 2B0E60826283 2456853223580
F13T8029071 79666558634 33431150561,
¥, = 116DCEBCeETE0CTEAA59EDEABOETA0DACAABSASSBEIZC 1815850 320085462100
DEAS1535601 3314AFEIBCEB924CEB4D0FF 704541 5C 108009002361 2ZCDI0DEFET .
¥, = BZTASTE03ET44256206324407 342484 1545564070082 3552488 TO51 BABDEEY
ArS09538 134207 32T 38700287 T4 142824603 8626609 3281 3944 1 BS50 16363 758
Y84 1063266005724 TEB223T 2076,
¥y = ATCTCOICDA0B0FSE21DC3ACT1BY I CRADEREIAF ADS03B 3D 52639F 507 FE T 2AFDEY
1EA1O094 41004 3FFETFOCTOAZTEGAICDEA4CIT4ETFSE30FDF2FFIGECADIGTTBEEC,

A.2.2 Npovect GOpMAPOBEHMA LW POBoE NoankeK (anraputs 1)
MycTh NOCNE BRI NGNHEHAA Waros 1—3 no aNropaTiy |(os. 6.1 Beann nonyYeH s CNeayow e SHCNGBRIS 3HEYEH Wi

g = ZAUTHEIER1GE2B0EY D502 ET 2TES53805040 1 TITASI0TATI82519056294 70
418904 13880509 0536661 109553490554 248 T330887 19748844 53808454 1281 65444,
B35132068TIB2TIOE2T2045964,
8= 375AFICFACCHEOE 1 SCAFAATCADADABS31B09BEFAC FOCS33AT1D14T035B0C 581
T1BAEES36593F44143280976C84 TCEDGAA0TADEDE 1 DEEOCAFCET T FD 2972075830, ,

& = 1716560258504 095406282 P01 12528033345 1031 FATTATTO 165020
031442431 B2057 07 50344461029 86T 5006250800922 F 23508661 268 T 2451680731054 171
475297102098 T9958832945
k= 350ETFAB1AMDFEACC S FIMSEC 6301 4969463121 20830001 DDAS 5986 E364F 30
GoABE TABED TAABIETAA4 5400601 184228621 22TIABDT4CFTOEAIAFTIBB1AEGTOF .

New aTomM £paTHaR Touka O = KP HM8ET KOOPOWHATR.

¥, = 248020447 703134926507 28646430321 47 TSIBETA5T 319282131 4440274986373
5761100261022179510187 14 120288237 16805050828 T0330284 24365 345308531
22004442442534151 761462,
x, = 2FBEFABIAQE1001AZ30D T 9SE 1E3CEE9EES12A3CE2EENDC C2643C TAEEABFCACH
(54925584868 20F 1 CUEC 197 CO0E09850260C93BCECOOCECIITTE10344E 173AE 36,,,
y, = 77017 38599280991836047 6447987 B00E 044 166206263 18 TE0961 376 TI4680 1501
244222935327 651765284 428378324 560 3642266254651 370214816293307951 7
08430050152 108641508310,
¥, = EB4BA140FTEZFAE35CF 220B0BCTSAE4AF26FOCT DF S2EA24 36 BOEANAT1A3 1 DAZTY
Ca100DAASTEFIADCOD2BASZDD 382604 DCTFO2EAT IDAZIESSEDEBBIZTCBSEDE,,.
NapameaTp r= & {mod Q) NPHHAMEET IHEUSHME!
F= 2489204477031 34 926507266464 3032147753667 451310262131 44402749863 730
5761100261022170510187 14120286237 16605050428 T08330284 24365 345306531,
2200444244253415176 1462, ,
r= 2FAEFABDADS1091A2300795E 1EACERIEES 1 2A3C82EEODCC2643CTBEEAIFCACH
54925584868 20F 1 CUEC 97 CH0E098 502600 03BCBCOOCECIZ 1 TE 19344E 173AE 36,,.
na.FI-EMETFI &= (rd + ke (mod J) NPAHEMAET SHAHSH®EE!
£ = 86452322 170766051 9038849207 38293601 70750237 3684643157901 050871,
99313385 180564 TABE7 719563967 24601 794217607 TOBY 327803085680 7690115
B2270090385368283 1835150370,
5 = 1061B304606F FEBERSE5E TANSE2D26BE325F 567 TRAADBCOS1 COBFBESIIDS2FF5a1
23CE269EBCAFI625260800F FFTOCE4DGAGEER1F56010C BY2AIESSBDETIESBAA, .
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823 Mpouece NpoBEeprd LA posoR nognwen (anroputm (1)
MyCTe NOCNE BRINONHERWA WarsE 1—3 no anropuTey | {oK. 6.2} SeinNo NoNy+Hes0 CRegy <L es Yacnos0e IHENEHHE!
&= ZEOTS6386 163286857556 282 72 T55386504 91737451078 18251 095620474,
41904 138895007 0536661 100555409054 2467 33088 V107 4884453696464 1 28185440
B351329607 382770627 2045064,
e = ATS4F3CFACCOEDNS 1 SCAF4ATCADBDABSI BOYBGFACITOCS33AT ID147 0358005510
FIE4EESIGE0AF 4414339976 CE4TCADLA40TADEDB I DSE0CAFCETFTD20T20TEBEC, .

Mpi aToM napaMetp v = &' {mod g) NpMHAMAET IHAYEHRE:

W= ZREEDA21 HANAE0SE2 22680740843 16403610387 FE9 2344007 ES 191 145028480
35619434 5732344 T08024 0019252056982 BOGRS 155534004 14582 1 243050808 1 361
TOV22381385934315880252671,,

v = 30021 2A8E 2501 ABOAOF 23853 2CADF3EGADTEFJETERBEAD14DAAFBBEDUBB 47290
dA505EECETE2FI44BA1009DSF0AGDEDE14AS5ADETSTZ1ECBCFDE0400083AEA0FF ..

Mapamerpe 2, = 2vimod §) u Z, = —rv (Mod §) NPUHUMEKDT IHAHEHNR

z, = 3206470827356 TEEE206B6007 1018734 7525034 33064450890 503112144641
SB5ET2TA3206045160345 2088 285520010034 9673204 1049T30357 TO354 194 20550,
SO00E40561981 TIFOT 197902575,

z, = ADIBETZEZDEOBEEZADZADDE1EEAZFOZEESA8DE10F A4S00FE 1783 TCF13B02607T S
051A4BATATY1BEF 3TBA4BCET 2FT20TF2AB34 54 58F FOEOEVEBD SBEAF ZAS4 AGEEF
z, = 136670011 EI4003 10314207 7a4802184 507 32045534 753584 127 34827,
3082087028342 16B0080531 26 181427 3230876206007 264436312226 TSTA37 5T
B1E37 26695805660 5859603008203, ,

z, = TAT8ASIB02EGEACOASEEICO 194 1082 AEFEZS96F 8404 53028034 14C2 A BEBBF CH2EY
DEDEITZESIDCAODECE1 ZCETFFESEDSAE1D202UF 226904 38CCABATEDDAAS4ALCE, .

Touka C = 2, P + 2,00 WMeeT KOOpOMHAETR:
k= 24802044 FT031 24026507 286464 30321477 5366 T451 3192821314440 2TAGEEST L
ARVE110828102217 95101 87141 29288257 168050506267 08330284 24 36534 53085830
2200444244 25341 51TE 1462, .
¥ = ZFAGFAGDADE1091A2300795E1E3CEENEES 1 2AICEZEEODCCZ643CTEEEARFCALH,
D354925584B6B20F 1COEC19TCO0G90850260CH3BCEBCDYCECEVITE1S344E1 TIAEIE
po = FTONTIEE092809 1 EIE04TEA4TIETEODE044 1EE20626318TE 0061 3TET 304680151,
024422203832 T601 TES2844 28373324 5693642266 20465 127021461 6203307051700
84300501 52108641508310,_,
y. = EBA8B140FFE2F4EISCF220BDBCTSAEA4F26FOCTDFS2EE24 36B DEEOADIBI1DAZTY
CEI0ODAABTEFSADCOD28ABIDDIEZEDADCTFE2EAT1DAZIESSEQOERBO2TCASEDE, .

Torna napassTp /= _ [mad g) NpHEAMAaeT IHEYEH RS

= 2480204477031 3402650 F 286464303214 775366 T451319282 131444027 40861
ATASTETI00281 0221 FO5 10187141 292B823T16B0595 9828 TOEI30284 24 365234 5308 5%
F2200444244 2534151 781462, ,

R o= 2FBEF AG0ACE1001AZ30D T9SE1E3CEBYEES1ZASCEZEENDCC2E43C TAEEABFCACY
D354925584 BEE20F 1COEC19TCO0E20850260C3BCECOSCECAITE19344E1 TIAEDE .

ﬂl:l-Dlil:l]'IbK!p' EbINONHEeHD PERBEHCTED #=rT10 UuWpporEan NoANUMCE NEAHKMABTCA.
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Budnuorpadma*

Cucrems cbpabortan vhfopmaume. Cnoeaps. HacTe 2. ADHEMETHHECKHE @ NOTHYSC-
HHE ONEQEYHN

{Drata processing — Vocabulary — Parl 2 Andhmetic and logec operations)
MHpopMaUlioHHRE TexXHonorid. Metogel afecnesedkna BezonacsocTi. Cxembi UHdg-
poBO#E NoAnKeH. ofecneyBa0W We BOCCTaH0BNeH e conbwerdnd. HacTe 2. Mexasmn -
Msl HA COHOES LENOYWCesHOA DEKTIPU 33U AW

{Information technology — Securily techngues — Digital signature achemes giving
message recovery — Part 2: integer fectorizaton based mechaniams)
HMHpOpMaUHoHERE TEXHoNOrWE. MeTonel abecnededia GezonacHocTi, Cremel Usdg-
POEOR NOANWeH, oBacneynBanWwWe BoccTasoenedne coobwednd. HacTe 3. Mexasua-
Misl HA CCHOES QWCHRETHOMS Norapudia

{Informabon technology — Securily techniques — Digital signature schemes giving
message recovery — Part 3: Discrete logarithm based mechanisma)
MHpopMaUMoHsERE TexHENorna. MeToge 38uWnTel. WndooBse NOGRACH © NP ANGHEHR-
en. Hacte 1. OBwue nonoseHwa

{Information technology — Securdy  techniques — Deignal  ssgnatures with
appendiz — Part 1: Genearal)

MHPOpMaLMoHEBEE TaXHONOrHA, MeTogr 38unTel. WnhpoBee NOGNACH C NEANGHEHH-
en. HacTe 2. MedaH#aMmel, CCHOBAHHEIE HE DEINOHESMA HE MHOHATEDN

{Information technology — Securdy  technigues — Degital  ssgnatures with
appendiz — Part 2: Integer factorizalon based mechanisms)

MHPopMaUnoHsBE TaxHINorHe, MeToge 38uWnTel. WnppoBse NOGNACH C NEANCHEHR-
. HacTe 3. MexaH#IMsl w8 0CHORE JRCKRETHOND norapddima

{Information technology — Securily techniques — Digltal signatures with appendix —
Fart 3: Discrete loganthm based mechanisms)

MHPopMEUHOHERE TexHINorie. MeTogs 3auwnTel. Wnpposee noGNRCH G NREANGHEHH-
2. HacTe 3. MexaHdiMel HE OCHOEBS AMCEPSTHON Norapddid. Masededwe 1.
ANFOQWTM DYCCROHA UWPPOR0R nognucd ANNMNTHYSCHOH KPUEBCA, BRFODATM QudpoBon
nognues Wsopa, BRrogHTM yHEPoBESA NoAnKe WHEPa ANA 3NNENTHYACE0A KPABOA W
NONHEA SNTOPATM YU PoBoA Nogn@cd WHIpa ONa anndnTHYEcHol EpRBaoh
{Information technology — Securdy  fechniques — Degital  ssgnatures with
appendiz — Part 3: Discrete logariihm based mechaniems. Ammendrment 1. Eliptic
Curve Russian Digital Signature Algorthm, Schnorr Digial Signature Algorithm, ERIplse
Curve Schaorr Degital Ssgnature Algorithm, and Elliptic Curve Full Schnore Digital
Slgnature Algonthm)

MHPOpMABUWOHERE TEXHOROTMA. MeToObl 331WHTe WRGOPMALRKH. Kaw-EyHEUsM.
Hacte 1. OBwue nonoseHua

{Information techmalogy — Security techniques — Hash-functions — Part 1: General)
MHpopMaUmoHsEme TexHonorkn. MeTogel 33WWTel MEDOPMAURA. Xawi-EyHELEM.
HacTe 2. XaWw-0yHEGWM C HCNONb30BAHMER BNTOPATME WHppoBaHAA N-OuTHEMY GNo-
HAMM

{Information technology — Securty  lechnigues — Hash-functions — Part 2:
Hash-functions using &n n-oit bock cipher)

MHpopMaUlnoHHRe TexHonoruk. MeTodsl 33WWTel AHDOPMELUEH. Xaw-ByHEUWEW.
HacTe 3. BeidensHHE ®3w-dry HELHE

{Information technology — Securly  techniques — Hash-functions — Part 3:
Dedicated hasn-functions)

MHPOpMEULMOHERE TeXHoOROMKM. MeTogbl 38WHTe HEDOPMEURH. Xaw-EyHELEH.
HacTe 4. Maw-yHELEM © NPUMEHEH RS 3RpHDMBTRKS B OCTATOMHEIX SNAcCak
{Information technology — Securty  technigues — Hash-functions — Part  4:
Hash-functions using modular anthmetic)

* DpUIAHANE MesdyHEPOOH=IX cTasdapron WOOMM 3K raxogaTon 8 &MY «Ctangaprisdopse $egepaneHorm
SMEHTCTEE NO TEXHAYSCKOMY DETNYTUPOESHW D U METRONCTHM.
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YOK B81.3.08:008.354 OKC 35040 OHCTY 5001 nas

Knwowepre cnoBa: obpaboTea JadHex, Nepegada gadHex, obmed vHiopmaumwel, cooflerrs, g poBepe
NognWcK, Iawura Hebopiaumy, GopMypoBakie LMbpoBod NOONKCH, NPoBeDKa LWDDOoBOR NoOnKCH
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